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Bash

® Bourne-again shell

e GNU Z2MEE 2|5l| Brian Fox”7} &/dst &
=IA A

e GNU OS, Linux,Mac OS X 7|2 A
e CygwinO[L} MinGWZE RI0M ALE 7ts

o HH S|AER| C|AHIEZ| AEH $RANDOM
POSIX Al MHEHO| X|2h HHN Xtz 2
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Bash

® VWhen started as an interactive login shell:

® /etc/profile, ~/.bash_profile, ~/.bash_login,
[.profile

® When a login shell exits : ~/.bash_logout

® VWhen started as an interactive shell :
~/.bashrc
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History Storage

o AMEX BHNSE XMEoI0] = = offg BZO;
H

o |[HISTORY NUMBER]

o AZhg(2 BaE|0] UK o, 2dst B3

= ~/.bash_history0|| &A= 7|5

e Mac OS X= 500711e| s|AEZ|IE 7|=
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History Storage

® The history list is an array of history

typedef void * histdata_t;
typedef struct _hist_entry {
char *1ine;
char *timestamp; : : :
histdata t data: reference : http://linux.die.net/man/3/history
} HIST_ENTRY;
/*
* A structure used to pass around the current state of the history.
*/

typedef struct _hist_state {
HIST_ENTRY **entries; /* Pointer to the entries themselves. */

int offset; /* The location pointer within this array. */
int length; /* Number of elements within this array. */
int size; /* Number of slots allocated to this array. */
int flags;

} HISTORY_STATE;
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http://linux.die.net/man/3/history

V.

History Storage

HISTORY STATE

HIST ENTRY**

length
(number of elements)

size (number of slots
allocated)
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HIST _ENTRY

char* line
char* timestamp

void™ data

HIST ENTRY

char* line
char* timestamp

void™ data

sudo port install build-essential
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Extracting bash history v

® |.Live Forensics
==
=

(GNU History

e ~/.bash_history L}

Ol:o -|>||

e History Functions O]
library)

® 2. Memory Forensics
o MA=lhistory LY F=

e bash ZZM|A PAHO||A HIST _ENTRY F&
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Extracting bash history v

memory image

bash memory | bash process memory

TEXT 0x7fdf68d00000
HEAP

DIAIIA

HEAP Space

bash memory 2

bash memory 3

0x7fdf68d00240 ' 0x7fdf68d400240
STACK

sudo python setu

bash memory 4 LIBRARY p.py install...O
0x7fdf68e00000

bash memory 5
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Extracting bash history
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"7



Case Study

history -c 3d 0| 20| F& 7ts2H7}

A4 B MMO0||A history -c &2
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Case Study

o S|AEC| EIQIABT [JHEQ| 525t 0|22
o o|AER| It AlZFHETL QS
o IEMAT}SIAEZ| U2 EESI, EE
AZIC 2 Ll Lie| B E s|AELZ| AIZFAHH
£ XZE
o S LMt UAHEl HHO| O|He| S|AER|Q A
JFHEHE HAHO A A7t = @6|61H QOHE
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o G|AEL|

Ox6DCB74A8 11746
Ox161COC9E8 |1767

Ox163BOAAS80 11935 247
Ox | F8ESFO00 11944 11935
Ox16110E950 11945 11944
0x8917D7E0 11987 303

Ox I8ESEDO00 11988 11945
Ox87DFF748 11989 11988

O0x8657E540 11990 8781
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11945
| 1945
11945
11945
| 1945
11945
11945
| 1945
11945
11945
| 1945
11945

Case Study

|_:_|.ol

255 0 com.apple.audio.
255 0 com.apple.WebKit

255 0 Terminal  chainbreaker(501,20)
255 0 login chainbreaker(0,20)
255 0 bash  chainbreaker(501,20)
255 0 mdworker _spotlight(89,89)
255 0 sudo chainbreaker(0,20)
255 0 osxpmem chainbreaker(0,0)
255 0 thnuclnt  chainbreaker(501,20)

bash Fri Nov 15 05:19:22 2013 python vol.py -i ../test.mem
bash Fri Nov 15 05:19:22 2013 python vol.py -i ../test.mem
bash Fri Nov 15 05:19:22 2013 Is

bash Fri Nov 15 05:19:22 2013 file 1541-bash-

bash Fri Nov 15 05:19:22 2013 file 1541-bash-*

bash Fri Nov 15 05:19:22 2013 rm 1541-bash-*

bash Fri Nov 15 05:19:22 2013 python vol.py -i ../test.mem
bash Fri Nov 15 05:19:22 2013 python vol.py -i ../test.mem
bash Fri Nov 15 05:19:22 2013 Is

bash Fri Nov 15 05:19:22 2013 Is

bash Fri Nov 15 05:19:22 2013 clear

bash Fri Nov 15 05:19:22 2013 Is

_netbios(501,20)
_netbios(501,20)

SHIT CEE0| S5 0|92

(501,20) Fri Nov 15 04:45:30 2013
(501,20) Fri Nov |5 04:48:47 2013
(501,20) Fri Nov 15 05:19:13 2013

(0,20) Fri Nov 15 05:19:22 2013
(501,20) Fri Nov 15 05:19:22 2013
(89,89) Fri Nov 15 05:23:47 2013
(0,20) Fri Nov 15 05:23:48 2013
(0,0) Fri Nov 15 05:23:48 2013
(501,20) Fri Nov 15 05:24:06 2013

-0 Isof
-o ps -x 1541

-o ps | grep securityd
-o ps -x 14



Case Study

o history -c 38 & =, 5|AED| F&

o AE A7t HEDH EXSI D HH
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Case Study

e history -c 0] O] = =& 7i5 0{F

38 30 35 00 00 00 00 0O
40 00 30 3a B6 7F 00 0O
00 00 00 OO0 OO0 00 OO0 OO

" 73 78 70 eD e5 6D 20 2D

6D 70 2E 62 69 6E 00 0O

38 30 35 00 00 00 05 00
40 00 30 3A B6 7F 00 00
00 00 00 OO0 00 00 00 OO

00 00 00 0O 00 00O 00 80
6D 70 2E 62 69 6E 00 0O

11945 bash Fri Nov |15 05:19:22 2013

11945 bash Fri Nov |15 05:19:22 2013

11945 bash Fri Nov |15 05:19:22 2013 0040m: 23 31 33 38 34 34 39 32
11945 bash Fri Nov 15 05:19:22 2013 | goson: 70 00 30 32 36 7F 00 00
11945 bash Fri Nov 15 05:19:22 2013 ©0060h: 00 00 00 00 00 00 0C 00
11945  bash Fri Nov 15 05:19:222013| 2°7%2:| 12 1> 57 o 20 20 2 =%
11945 bash Fri Nov |15 05:19:22 2013

11945 bash Fri Nov |15 05:19:22 2013

11945 bash Fri Nov |15 05:19:22 2013

11945 bash Fri Nov |15 05:19:22 2013

| 1945 bash Fri Nov 15 05:19:22 2013 00 TR TR
11945  bash Fri Nov 15 05:19:22 2013 | ,,co.. 70 00 20 3a 26 7¢ 00 00
| 1945 bash Fri Nov 15 05:19:22 2013 | 0os0n: 00 00 00 00 00 00 00 00
11945 bash Fri Nov |5 05:19:22 2013 0070h:| 0O 00 CO 00 00 00 0O 80
11945  bash Fri Nov |5 05:19:22 2013 °080n:120 00 72 61 77 20 62 1o
| 1945 bash Fri Nov 15 05:23:41 2013 ./osxpmem -f raw historyc.bin

11945 bash Fri Nov 15 05:23:48 2013 sudo ./osxpmem -f raw historyc.bin
11945 bash Fri Nov |5 05:23:29 2013 Is

11945 bash Fri Nov |15 05:20:05 2013

c\ . . / . /
Certain points (input a history -c’)

Forensicinsight.org

Ty?iwg a new command

p.0:9...€.0:9...
udo ./ocsxpmem -
raw dump.bin..

p.0:9...€.0:9...

.raw dump.bin..



o HACE =2 EO|A| history -c & &

® bash = A|A 042 7f 2k

Case Study

05t

otLt2| bash ZZ2M|AO|A] history -c &

o {2 HE = EA

o A= :ollY bash history LIRF AFK|
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Case Study

328 bash Fri Nov 15 05:31:11 2013 sudo reboot

328 bash Fri Nov 15 06:11:12 2013 cd ~

328 bash Fri Nov 15 05:32:15 2013 Isa

328 bash Fri Nov 15 05:32:11 2013 sudo chown -R root:wheel OSXPMem
328 bash Fri Nov 15 05:32:02 2013 chown -R root:wheel OSXPMem
/. , 328 bash Fri Nov |5 06:13:17 2013 history

1 , TyP.Q lquf'ory -C 328 bash Fri Nov 15 05:32:15 2013 cd OSXPMem/

328 bash Fri Nov |5 06:11:44 2013 python vol.py -i ../after.bin -o ps

328 bash Fri Nov 15 06:12:47 2013 python vol.py -i ../after.bin -o ps

328 bash Fri Nov 15 06:11:36 2013 sudo chmod 644 after.bin

328 bash Fri Nov |5 06:12:44 2013 python vol.py -i ../after.bin -o kextstat
328 bash Fri Nov |5 06:13:51 2013 history

586 bash Fri Nov 15 05:31:43 2013 cd Downloads/

586 bash Fri Nov 15 05:31:41 2013 cd ~

586 bash Fri Nov 15 05:31:41 2013 python vol.py -i ../dump.bin -o bash_history
586 bash Fri Nov 15 05:31:41 2013 cd volafox

586 bash Fri Nov |15 05:31:41 2013 python vol.py -i ../dump.bin -o ps

586 bash Fri Nov 15 05:31:41 2013 Is -al

586 bash Fri Nov 15 05:31:41 2013 sudo chown chainbreaker:staff *.bin
586 bash Fri Nov 15 05:31:41 2013 chmod 664 *.bin

586 bash Fri Nov 15 05:31:41 2013 Is

586 bash Fri Nov 15 05:31:41 2013 Is

586 bash Fri Nov 15 05:31:41 2013 sudo mv *.bin ~

586 bash Fri Nov 15 05:31:41 2013 ./osxpmem -f raw historyc.bin

586 bash Fri Nov 15 05:31:41 2013 sudo ./osxpmem -f raw historyc.bin
586 bash Fri Nov 15 05:31:43 2013 Is

586 bash Fri Nov 15 05:31:41 2013 python vol.py -i ../historyc.bin -o bash_history
586 bash Fri Nov 15 05:31:41 2013 sudo reboot

586 bash Fri Nov 15 05:31:41 2013 Is -al

586 bash Fri Nov 15 05:31:48 2013 tar xvf OSXPMem-RClI .tar

586 bash Fri Nov 15 05:31:54 2013 mv OSXPMem /tmp

769 bash Fri Nov 15 06:14:08 2013 cd OSXPMem/

769 bash Fri Nov |15 06:14:22 2013 sudo ./osxpmem -f raw dump2.bin
769 bash Fri Nov 15 06:14:01 2013 cd /tmp/

769 bash Fri Nov 15 06:14:01 2013 Is
chainbreaker@testmachine:~/volafox$ \

2. Start a new bash

chainbreaker@testmachine:~/volafox$ python vol.py -i ../dump2.bin -o bash_history
[+] PID : 328, PROCESS: bash, HISTORY COUNT: 40
[+] PID : 586, PROCESS: bash, HISTORY COUNT: |9
[+] PID : 619, PROCESS: bash, HISTORY COUNT: 0
[+] PID : 769, PROCESS: bash, HISTORY COUNT: 4
PID PROCESS TIME (UTC+0) CMD

328 bash Fri Nov 15 06:11:12 2013 Is

328 bash Fri Nov |5 06:12:24 2013 python vol.py -i ../after.bin -0 uname

328 bash Fri Nov 15 06:11:39 2013 cd volafox

328 bash Fri Nov 15 05:31:35 2013 cd /tmp/

328 bash Fri Nov 15 06:11:04 2013 Is

328 bash Fri Nov 15 05:32:27 2013 sudo ./osxpmem -f raw after.bin

328 bash Fri Nov 15 06:13:09 2013 clear

328 bash Fri Nov |5 06:11:07 2013 sudo mv after.bin ~

328 bash Fri Nov 15 05:31:27 2013 cat ~/.bash_history

328 bash Fri Nov 15 05:31:36 2013 Is

328 bash Fri Nov 15 06:11:39 2013 Is

328 bash Fri Nov 15 05:32:18 2013 Is -al

328 bash Fri Nov 15 06:11:20 2013 sudo chown nOfate:staff after.bin

328 bash Fri Nov 15 06:11:27 2013 sudo chown chainbreaker:staff after.bin

328 bash Fri Nov 15 05:31:11 2013 Is

328 bash Fri Nov 15 05:31:11 2013 ./osxpmem -f raw historyc.bin

328 bash Fri Nov 15 05:31:11 2013 sudo ./osxpmem -f raw historyc.bin

328 bash Fri Nov 15 05:31:11 2013 Is

328 bash Fri Nov 15 05:31:11 2013 Is -al

328 bash Fri Nov 15 05:31:11 2013 sudo mv *.bin ~

328 bash Fri Nov 15 05:31:11 2013 cd ~

328 bash Fri Nov 15 05:31:11 2013 sudo chown chainbreaker:staff *.bin

328 bash Fri Nov 15 05:31:11 2013 chmod 664 *.bin

328 bash Fri Nov 15 05:31:11 2013 Is -al

328 bash Fri Nov 15 05:31:11 2013 cd volafox

328 bash Fri Nov |15 05:31:11 2013 python vol.py -i ../dump.bin -o ps

328 bash Fri Nov 15 05:31:11 2013 python vol.py -i ../dump.bin -o bash_history
328 bash Fri Nov 15 05:31:11 2013 python vol.py -i ../historyc.bin -o bash_history
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