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Overview o

= Volatility Profile
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Overview E

= Volatility Linux Profile

- HiEEN HE HTO| CHE BF VolatilityO| A X Sots 22012 S Sofl H =22 =4 =7t
v You must ensure the profile you build matches the target system in
1) Linux distribution
2) exact kernel version
3) CPU architecture (32-bit, 64-bit, etc).

« https://code.google.com/p/volatility/wiki/LinuxMemoryForensics
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Overview E

= Needs (in Korea)
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Generating

- Requirement
- Generate linux profile

- Confirmation

forensicinsight.org Page 7



Generating E

= Requirement

« dwarfdump
v" Debian/Ubuntu
« apt-get install dwarfdump
v OpenSuSe, Fedora, other

- libdwarf-tools : http://reality.sqgiweb.org/davea/dwarfhtml

« gcc / make

« kernel header
v' kernel-devel

v" kernel-headers
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Generating
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+ vtypes(kernel data structure) 44

[root@cent58 x86 ~]# clear

[root@cent58 x86 ~]# cd volatility-read-only/tools/linux/

[root@cent58 x86 linux]# make

make -C //lib/modules/2.6.18-348.12.1.el5/build CONFIG_DEBUG_INFO=y M=/root/volatility-read-only/tools/linux modules
make[1]: Entering directory " /usr/src/kernels/2.6.18-348.12.1.e15-i686"

CC [M] /root/volatility-read-only/tools/linux/module.o
/root/volatility-read-only/tools/linux/module.c:303:5: warning: "STATS" is not defined
/root/volatility-read-only/tools/linux/module.c:319:5: warning: "DEBUG" is not defined

Building modules, stage 2.

MODPOST

CcC /root/volatility-read-only/tools/linux/module.mod.o

LD [M] /root/volatility-read-only/tools/linux/module.ko
make[1]: Leaving directory " /usr/src/kernels/2.6.18-348.12.1.e15-1i686"
dwarfdump -di module.ko > module.dwarf
make -C //lib/modules/2.6.18-348.12.1.el15/build M=/root/volatility-read-only/tools/linux clean
make[1]: Entering directory " /usr/src/kernels/2.6.18-348.12.1.e15-i686"

CLEAN  /root/volatility-read-only/tools/linux/.tmp_versions
make[1]: Leaving directory " /usr/src/kernels/2.6.18-348.12.1.e15-i686"
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Generating
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«  Symbol 7} 27| (System.map-{kernel version))

7 ST 21 HE I YRISHE System.map THU S ALBBHOF B
c s
/ BlsA DEOIUS M M viypes THUT A2 TAS Y Hel

adding: module.dwarf (deflated 90%)
adding: boot/System.map-2.6.18-348.12.1.el5 (deflated 73%)
[root@cent58 x86 linux]# 1ls -1 ~/volatility-read-only/volatility/plugins/overlays/linux/

[root@cent58 x86 linux]# zip Cent0S58_ "“uname -r  .zip ./module.dwarf /boot/System.map- uname -r’

total 848
-rw-r--r-- 1 root root 390800 Jul 30 13:31 Cent0S58 _2.6.18-348.12.1.el5.zip
-rw-r--r-- 1 root root 4842 Jul 29 05:38 elf.py
-rw-r--r-- 1 root root 0 Jul 29 ©5:38 __init__.py
-rw-r--r-- 1 root root 1636 Jul 29 05:38 linux64.py
-rw-r--r-- 1 root root 36616 Jul 29 ©5:38 linux.py

v &= O volatility/plugins/overlays/linux /C|HI E2| 2 0|5 or SA}

v SIESHX| T Z2he2 oA &.
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Generating

= Profile S & =19l

E:\memdump>volatility.py --info | grep -i linux
Volatile Systems Volatility Framework 2.3_beta

LinuxCent0S57_2_6_18-274_el5x86 - A Profile for Linux Cent0S57_2.6.18-274.el5 x86

6
LinuxCent0S58_2_6_18-308_4_1_el5x86 - A Profile for Linux Cent0S58_2.6.18-308.4.1.el5 x86
LinuxCent0S58_2_6_18-308_el5x86 - A Profile for Linux Cent0S58_2.6.18-308.el5 x86
LinuxCent0S59_2_6_18-348_el5x86 - A Profile for Linux Cent0S59_2.6.18-348.el5 x86
LinuxCent0S5x_2_6_18-348_12_1_el5x86 - A Profile for Linux Cent0S5x_2.6.18-348.12.1.el5 x86
LinuxCent0S60_2_6_32-71_el6_1686x86 - A Profile for Linux Cent0S60_2.6.32-71.e16.1686 x86
LinuxCent0S61_2 6 32-131_0_15 el6_i686x86 - A Profile for Linux Cent0S61_2.6.32-131.0.15.e16.i686 x86
LinuxCent0S62_2_6_32-220_el6_1686x86 - A Profile for Linux Cent0S62_2.6.32-220.el6.1686 x86
LinuxCent0S63_2_6_32-279_el6_1686x86 - A Profile for Linux Cent0S63_2.6.32-279.el6.1686 x86
LinuxCent0S63x64 - A Profile for Linux Cent0S63 x64
LinuxRHEL5_2_6_18-164_el5PAEx86 - A Profile for Linux RHEL5_2.6.18-164.el5PAE x86
LinuxRHEL5x86 - A Profile for Linux RHEL5 x86

A

LinuxUbuntul2_04_ 3_LTS_x64x64 - Profile for Linux Ubuntul2.04.3_LTS_x64 x64
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Analyzing
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Analyzing

linux
olatility Framew: beta
- Print the

¢ for syscall table ho

altered
Compar o is E s info, if available
Chec i been altered
Chec i tem call table has been altered

_cpuinfo
dentry_cache

_dm

_dump_map

_find_file

_ifconfig

_iomem

vboard_notifier

_memmap
_moddump
_mount
_mount_cache
_n at
_pidhashtable
_pkt_
_proc_maps

_cache
k_buff_cache
_slabinfo
_tmpfs
vma_cache

Chec y ices for h
Prints i each active pro
Gather fi the dentry cache
Gather c g buffer
selected memory mappings to d
: s from memory
active interface:
utput similar /proc/iomem
rd notifier call chain

Gather loaded kernel modules
Lis pen fil

Extract lo

Gather mounte

Gather moun

L

Enumerat o through the PID has

Writ out to di

Gathers
Gathe

the routing cache from me

k_buff km:}L;achE

a running machine

from memory
ea_struct cache
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Analyzing

Just Testing...

E:\memdump>volatility.py -f Cent0S58_2.6.18-308.4.1.el5.dd --profile=LinuxCent0S58 2 6 _18-308 4 1 el5x86
linux_pslist

Volatile Systems Volatility Framework 2.3 beta

Offset Name Pid uid Gid DTB Start Time

Oxf7dlbaad init 1 0 0 0x019c8000 2013-09-04 23:07:43 UTC+0000
Oxf7d1b550 migration/@ 2 0 0  meemeeee-- 2013-09-04 23:07:43 UTC+0000
Oxf7d1be0o ksoftirqd/e 3 0 0 --e------- 2013-09-04 23:07:43 UTC+0000
oxf7fefaad events/0 4 0 0 mmee------ 2013-09-04 23:07:43 UTC+0000
oxf7fef550 khelper 5 0 L e 2013-09-04 23:07:43 UTC+0000
oxf7fefo00 kthread 6 0 L LR 2013-09-04 23:07:43 UTC+0000
oxf7fd6000 kblockd/e 9 0 0 --ee------ 2013-09-04 23:07:43 UTC+0000
oxf7fb4aad kacpid 10 0 L LR 2013-09-04 23:07:43 UTC+0000
...[snip]...

0xe9cd2000 gnome-terminal 4413 0 0 0x2090c000 2013-09-04 23:21:10 UTC+0000
0xelb74000 gnome-pty-helpe 4416 0 0 0x1f308000 2013-09-04 23:21:12 UTC+0000
0xe9cd2aal@ bash 4417 0 (4] Ox1le6edo00 2013-09-04 23:21:12 UTC+0000
Oxddd2aaa® notification-da 5180 0 0 0x1el1f2000 2013-09-05 00:09:56 UTC+0000
Oxe25ceaad sshd 6351 0 0 0x1d2eb000 2013-09-05 01:23:57 UTC+0000
0xc1944000 bash 6354 0 0 0x1e3e9000 2013-09-05 01:23:57 UTC+0000
oxddd2a550 back 10301 0 0 0x16e5d000 2013-09-05 01:27:08 UTC+0000
0xe2101000 syslogd/0 10353 0 0 - 2013-09-05 01:28:38 UTC+0000
0xf704a550 insmod 10755 0 0 0x16e81000 2013-09-05 01:40:01 UTC+0000
oxd5bf4550 pdflush 10759 0 [ 2013-09-05 01:40:06 UTC+0000
Oxf7c75550 pdflush 10765 0 [ 2013-09-05 01:40:15 UTC+0000
Oxf7c75000 pdflush 10772 0 [ 2013-09-05 01:40:36 UTC+0000
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Analyzing

- S0 matM 7|5E X HSHFX| = Z=2ajdo] Exfe

E:\memdump>volatility.py -f sujan.memdump.lime --profile=LinuxRHEL5_ 2 6 18-164 elS5PAEx86 linux_psxview
Volatile Systems Volatility Framework 2.3 beta
Offset(V) Name PID pslist pid_hash kmem_cache

ERROR : volatility.plugins.linux.pidhashtable: calculate_v2: This profile is currently unsupported by this
plugin. Please file a bug report on our issue tracker to have support added.

E:\memdump>volatility.py -f sujan.memdump.lime --profile=LinuxRHEL5_2 6 18-164_ el5PAEx86 linux_check_creds
Volatile Systems Volatility Framework 2.3 _beta
PIDs

ERROR : volatility.plugins.linux.check_creds: This command is not supported in this profile.
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Conclusion

Future Work
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Discussion E
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v AR CHAR A|AEIO|A BT H'D B0 CY3t System.map It XHZ 7} 3HH module.dwarf=?

o ZAOY AIAE”IOIM HopE 2 risk7t X2

« Lt 26.18-308.el5 ™ (clean)Oj| A ZImUSIH A A5 module.dwarf@} 2.6.18-308.4.1.el5 B 7 0f A{
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= https://code.google.com/p/volatility/wiki/LinuxMemoryForensics

= http://www.infosecisland.com/blogview/22406-Analyzing-the-Average-Coder-
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