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$UsnJrnl E

Journal(Change) Log File of NTFS

= This file is used to determine whether any change is occurred in a specific file by applications.

=  From Win7, Journal Function is activated by default
« In case of deactivation setting(in Win XP), it is possible to activate through “Fsutil”.
> fsutil usn [createjournal] m=<MaxSize> a=<AllocationDelta> <VolumePath>

e For more information about “Fsutil” : http://technet.microsoft.com/en-us/library/cc788042.aspx

= The file is composed of “$Max" attribute and “$J” attribute
«  $Max : The meta data of change log is stored.
« $J: The actual change log records are stored.
v Each record has USN(Update Sequence Number) information.
v The record order is determined with USN.
v USN = the offset value of a record within $J attribute
v

USN information is also stored in then $STANDARD_INFORMATION attribute of a MFT record
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$UsnJrnl E

Journal(Change) Log File of NTFS(continue...)

= Location

* The file is located under "$Extend” folder.

zait C
E-D % Name - File Last Entry Last Logical
%J-CI)DE' SExtend Created Written Modified Accessed Size
[ susnarnl-g3 1,245,483,680
(9 sUsnirnl-sMax 32

= The size of log data(generally...)

« In case of full time use(24 hours/day), the log for 1~2 days are recorded.

* In case of regular use(8 hours/day), the log for 4~5 days are recorded.

=  Forensic Readiness

« changing log size bigger(more than 1 GB??)

= Digital Forensic Profit

« The investigator can confirm every NTFS's events(creation, deletion, modification...) in specific period.
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$UsnJrnl E

The Structure of $Max attribute

» The size of $Max attribute
32 Bytes fixed size

» The format of $Max attribute

Offset  Size Stored Information Detall

Ox00 |8 Maximum Size The maximum size of log data

0x08 |8 Allocation Size The size of allocated area when new log data is saved.

0x10 8 USN ID The creation time of "$UsnJrnl" file(FILETIME)

Ox18 |8 Lowest Valid USN | The least value of USN in current records With this value,
investigator can approach the start point of first record
within "$J" attribute
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$UsnJrnl E

The Structure of $J attribute

= The log records of variable size are listed consecutively.

» The zero-filled "Sparse Area” occupies front part of an attribute.

Record

AN

Sparse Area

The reason for this structure is because the operating system keeps the same size of the log data saved in
the $J attribute.

« The record allocation policy of $J attribute
1. The new log records are added at the end of the attribute.

2. If the total size of the added records exceeds "Allocation Size", the operation system assures that the
size of the entire log data exceeds "Maximum Size".

3. If the size of the entire log data exceeds "Maximum Size", the front area of attribute is occupied by
zero as much as size of "Allocation Size".(Actually, disk area is not filled by zero.)

Thus, the logical size of $J attribute grow continuously, but the size of area saving actual data is kept
constant.

* The general size of log data is 0x200000 ~ Ox23FFFFF
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$UsnJrnl

The Structure of $J attribute(continue...)

= After Logical area, there are valid data...

Name - Inii;‘iazliezed L"S?:Eﬁl Ph;ial §E|Text jJDoc %] Transcript [ Picture gReport |i] Console T3 Details M Output [_4»
O 1 |y sobjid 0 0 0 1756803172808 E3 22 17 04 00 00 00 EC 73 EC 75 CZ 00 DO 01 |@E"----- isinf-B- .
. 1756803174400 01 00 80 00 00 00 00 00 00 00 00 20 00 00 @O0 |-« - -~
0 2 [ sobjd-s0 393,216 393,216 393,216 1756803176012 00 3C 00 &3 00 &F 00 74 00 5F 00 76 00 31 00 |--<-h-o-t-_-v-1-
O 3 | [} $Quota 0 0 0 175680317765F 00 33 00 2E 00 &C 00 &F 00 &3 00 6B 00 00 00 |_-3-.-l-o-c-k---
O 4|3 $uota-s0 a3 33 a3 1756803179258 00 00 00 0Z 00 00 00 56 84 OC 00 00 00 2C 00 [X------- LI
1756803180823 FC OB 00 00 00 07 00 30 E4 22 17 04 00 00 00 [J@------ [EL
0 5 [ squotasQ 208 208 208 1756803182400 C2 EC 75 CEZ 00 DO 01 00 0% 00 &0 00 00 00 00 | Riui-®-- -
O] & | [ sReparse 0 0 0 1756803184000 00 00 00 20 00 00 0O
O 7 [ tReparse-R 4,096 4,096 4,096 1756803185674 00 SF 00 76 00 31 00
O 8 [ $RmMetadata 336 33 336 i:;g:g:i:;;;i ?g “2 ba
O 9 | [ susninl 0 0 0 1756803190458 E4 22
] 10 [3 sUsnirnl-$3 17,568,031,880 17,568,031,880 17,568,301,056 1758803132003 E1
1756803193626 &5
] 11 | [ $UsnIrnl-gMax 32 32 32 ICennEE iz
175680319685F 74
1756803198468 00 00 &F
1756803200032 35 01

= Extracting $J attribute by Encase 6(default “Logical File Only")
« There is no valid data which is located after logical area.

$Usndml-6) |
Offset 0 12 3 465 6 7 B 9 A& B *DETF -
$UsnJml-5J
EASample 41722E300 3@ OO 2E 00 74 OO0 73 00 63 00 64 00 78 00 00 00 3 . t s id x
41722E310 70 00 00 00 02 OO0 00 00 56 84 OC 00 00 00 2B 00 p N
File size 16468 41722E320 1D C1 OB 00 00 00 31 00 10 E3 22 17 04 00 00 00 A& 1 &"
17568031880 btes | 41755p330 EC 73 EC 7S CE 00 DO 01 00 0Z 00 80 00 00 00 00 isiuf B 1
Options 52 Default Edit Mods 41722E340 00 00 00 00 20 00 00 00 30 00 3C 00 73 00 70 0O 0<sp
state: orignal | 41722E350 6C 00 75 00 6E 00 6B 00 2D 00 6E 00 65 00 6500 lunk -nee
Undo el o 41722E360 64 00 2D 00 6F D0 70 00 74 00 69 00 6D 00 69 00 d -opt imi
e i e | 41722E370 7A 00 65 00 2E 00 64 00 61 00 74 00 00 00 00 00 ze . d &t
Copy Character Mask 41722E380 58 OO 0D 00 02 OO 0D 00 56 84 OC 00 OO 00 2C 00 ¥ Vi .
_ - i Creation time 2013-0425  41722E390 29 F 0B 00 00 00 07 00 &0 E3 22 17 04 00 00 00 i 15"
1@ Logical File Only (@) None 1471320 41722E3A0 EC 73 EC 75 CE 00 DO 01 00 01 00 00 00 00 00 00 isiul B
D o o - ) Lastwiteime:  2013-0425 | 41722E3B0 00 00 00 00 20 00 00 00 1A 00 3C 00 68 00 6F 00 <ha
() Entire Physical File (2 Do not Write Non-ASCII Characters 141320 | 417228300 74 00 SF 00 76 00 31 00 5F 00 33 00 2E 00 6C 00 + _ v 1 _ 3 . 1
- ) - ) Atiributes 4| 41722E3D0 GF D0 63 00 B OO0 00 00 58 00 00 00 02 00 00 00 o k X
(] [ ] V!
_) RAM and Disk Slack "I Replace Mon-ASCII Characters With DOT e 0| 41727E4E0 56 94 OC 00 0D 00 2C 00 29 FC OB 00 00 00 07 00 Vi i
B R AM Sk oo i ) 41722E3F0 DA E3 22 17 04 00 00 00 EC 73 EC 75 CE 00 DO 01 @&" isiuf B
- ack Unly [¥] 5how Errors o ercet | iadetiMa | 41727F400 00 01 00 &0 00 0D 00 00 00 00 00 00 20 00 00 00 1
Offsets hexadecimal | 41727E410 1A 00 3¢ 00 &8 0D 6F 00 74 OO0 5F 00 76 00 31 00 < h ot _w 1
Byles perpage.  46x16-736 | 41722E420 SF 00 33 00 ZE 00 &C 00 6F 00 63 00 6B 00 00 00 _ 3 . loc k
T 4| 41722E430 S8 00 00 00 02 00 0O 00 56 84 OC 00 00 00 2C 00 X Vi .
No. of windows 1| 41722E440 29 FC 0B 00 00 00 07 00 30 E4 22 17 04 00 00 00 )i 0a"
41722E450 0D C2z EC 75 CE 00 DO 01 00 02 00 80 00 00 00 00 Aiul B 1
= Clipboard avallable | 41722E460 00 00 00 00 20 00 00 00 1A 00 3C 00 68 00 &F 00 <ho
[ = = = A
<HEE ” LHS 00 > ] ’ i TEMP folder 103GBYree | 41722E470 74 00 SF 00 76 00 31 00 SF 00 33 00 2E 00 6C 00 t _w 1 _ 3 . 1
3LUEAN~TWppDatalLocalTemp | 41722E480 6F 00 63 00 6B 00 00 00 ack
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$UsnJrnl E

Collection of $UsnJrnl

. Encase

«  Extract $J attribute after selecting “Entire Physical File” option

=  Winhex

« Default, this tool extracts file by Physical Size

=  ExtractUsnJrnl ( https://github.com/jschicht/ExtractUsnJrnl )

« This tool can extract only valid data except sparse area.

=
=
ul

“-FAoE oo
RS LR EE

7|
L_| $UsnJmi_$).bin 2014-11-05 27..  BIN I+ 34,598KB
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$UsnJrnl

7z

The format of record (http://msdn.microsoft.com/en-us/library/aa365722.aspx)

Offset Size Stored Information Detail

0x00 4 Size of Record

0x04 2 Major Version 2(Change Journal Software's major version)

0x06 2 Minor Version 2(Change Journal Software's major version)

0x08 8 MFT Reference Number "MFT Reference Number" of file or directory that effected by currently
change event.

0x10 8 Parent MFT Reference Number | "MFT Reference Number" of parent directory of file and directory that
effected by currently change event. The full path information can be
obtained with this information and $MFT.

0x18 8 USN Update Sequence Number

0x20 8 TimeStamp(FILETIME) Event Time(UTC +0)

0x28 4 Reason Flag The flag of change event

0x2C 4 Source Information The subject that triggers change of event

0x30 4 Security ID

0x34 4 File Attributes The attribute information of the object effected by current event. Generally,
it is used for classifying the object into a file or directory.

0x38 2 Size of Filename The size of object name effected by current event

0x3A 2 Offset to Filename The offset of object name within record

0x3C N Filename The object(file or directory) name effected by current event

« The reason for using "Parent MFT Reference Number” instead of "MFT Reference Number"

v If "MFT Reference Number” is used, full path information may not be obtained when relevant file is

deleted.

forensicinsight.org
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$UsnJrnl -

Reason Flag (http://msdn.microsoft.com/en-us/library/aa365722.aspx)

Flag Description

0x01 The file was overwritten.

0x02 The file or directory was added to

0x04 The file or directory was truncated.

0x10 The named data streams for a file is overwritten.

0x20 A named data streams for the file were added.

0x40 A named data streams for the file was truncated

0x100 The file or directory was created for the first time.

0x200 The file or directory was deleted.

0x400 The file's or directory's extended attributes were changed.

0x800 The access rights to the file or directory was changed.

0x1000 The file or directory was renamed.(previous name)

0x2000 The file or directory was renamed.(new name)

0x4000 A user changed the FILE_ATTRIBUTE_NOT_CONTENT_INDEXED attribute.

0x8000 A user has either changed one or more file or directory attributes or one or more time stamps.
0x10000 A hard link was added to or removed from the file or directory

0x20000 The compression state of the file or directory was changed from or to compressed.

0x40000 The file or directory was encrypted or decrypted.

0x80000 The object identifier of the file or directory was changed.

0x100000 The reparse point contained in the file or directory was changed, or a reparse point was added to or deleted from the file or directory.
0x200000 A named stream has been added to or removed from the file, or a named stream has been renamed.
0x80000000 The file or directory was closed.
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$UsnJrnl

Source Information (http://msdn.microsoft.com/en-us/library/aa365722.aspx)

Flag Description

0x00 Normal Event

0x01 The operation provides information about a change to the file or directory made by the
operating system

0x02 The operation adds a private data stream to a file or directory.

0x04 The operation creates or updates the contents of a replicated file.

7z
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$UsnJrnl

File Attribute (http://msdn.microsoft.com/en-us/library/gg258117.aspx)

Value Description

0x01

A file that is read-only.

0x02

The file or directory is hidden

0x04

A file or directory that the operating system uses a part of, or uses exclusively.

0x10

The handle that identifies a directory.

0x20

An archive file or directory.

0x40

This value is reserved for system use

0x80

A file that does not have other attributes set.

0x100

A file that is being used for temporary storage.

0x200

A file that is a sparse file.

0x400

A file or directory that has an associated reparse point, or a file that is a symbolic link.

0x800

A file or directory that is compressed.

0x1000

This attribute indicates that the file data is physically moved to offline storage.

0x2000

The file or directory is not to be indexed by the content indexing service.

0x4000

A file or directory that is encrypted.

0x8000

The directory or user data stream is configured with integrity (only supported on ReFS
volumes).

0x10000

0 This value is reserved for system use.

0x20000

The user data stream not to be read by the background data integrity scanner (AKA scrubber).

7z
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$UsnJrnl Record Carving

$UsnJrnl records in Unallocated Area

» The location of first $UsnJrnl record in disk : 172347352 sector

|\aii Doc %] Transcript [ Picture (=] Report [ Console @ Detais 34 output 4
1631584233600 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e e LR
1631584235200 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584236800 00 00 00 00 00 00 00 00 00 QO 00 00 00 00
1631584238400 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584240000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584241600 00 00 00 00 00 00 00 00 00 QO 00 00 00 0O
1631584243200 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584244800 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584246400 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584248000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584248600 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584251200 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1631584252800 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00
1631584254400 00 00 00 00 00 00 00 00 00 00 00 00 00 00
16315842560 TN FETIEE 1 73 01 00 40 00 03
1€315842576C2 0€ 00 00 00 00 0% 00 00 00 80 CC 02 00 00
1631584259278 BE F4 DO 01 02 00 00 80 00 00 00
1631584260800 00 00 00 00 10 00 3C 00 €D 00 61
1631584262473 00 73 €4 00 €1 00 74 00 00 00 QO
1631584264050 00 00 00 00 €1 73 01 00 00 00 03
16315842656C2 06 00 03 00 50 00 80 CC 03 00 00
163158426728C DD F4 DO 01 02 00 00 00 00 00 QO
1631584268800 00 00 00 00 10 00 3C 00 6D 00 &1
1631584270473 00 73 €4 00 €1 00 74 00 00 00 00
1631584272050 00 00 00 00 €1 73 01 00 00 00 03
16315842736C2 0& 00 02 00 A0 00 80 CC 03 00 00
163158427528C DD F4 DO 01 02 00 00 280 00 00 00
1631584276800 00 00 00 00 10 00 3C 00 &D 00 &1

172348317

]
L
L
L
L
]
u
L
L
o]
5]
o]
o]
o]
]
]
L
172348398 M L

= In a couple of hours... & the space which saves $Usnjrnl record is changed to unallocated

space. = There are valid data in this area...

D 5 = ~ N
LailDec ) Transcript [ Picture Fouter H Table Report [ Gallery ) Timeline
61 73 01 00 00 o 172346045 HE NN NN
00 03 00 00 00 80 CC 03 I 172346130
00 DO 01 02 00 00 &0 00 T 172346211 N N0
00 00 00 10 00 3C 00 &0 a
00 &4 00 &1 00 74 00 00 u
00 00 00 €1 73 01 00 00 L
03 00 50 00 80 CC 03 L
DO 01 02 00 00 00 00 17234cclcMENE NN
172346697
00 00 10 00 3C 00 &D a
€4 00 61 00 74 00 00 i;fg:g;;a.-----
00 00 61 73 01 00 00 =
03 00 A0 00 80 CC 03 ﬁggjﬁg;f““ -
DO 01 0z 00 00 20 00 172247102 BN N
00 00 10 00 3C 00 &D a 172247163 M EE NN
€4 00 61 00 74 00 00 172347264 HE NN NN
00 00 &1 73 01 00 0O 17234734 HE NN E N

03 00 FO 00 80 CC 03
DO 01 02 00 00 00 00
00 00 10 00 3C 00 &D
64 00 61 00 74 00 00
00 00 &1 73 01 00 00
03 00 40 01 80 CC 03
DO 01 02 00 00 20 00
00 00 10 00 3C 00 &
64 00 61 00 74 00 00
00 00 &1 73 01 00 00
03 00 30 01 80 CC 03
DO 01 02 00 00 00 00

172347425 OOOOOC
172347507 LJLICIEAC] L
a 1723473588 OOOOOC
172347663 DOOOOC
172347750 DOOOOC
172347831
172347912 B
- 172347933 M

172348074 HE NN
172348155
172348236 N NN
172348317

172348398 HNNN

moEpNEooNEESoNUEoo LB oMY RS
HoRHMoOMORMoOMSRHS MR MO MO RMG M
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$UsnJrnl Record Carving

Existing Tool 1

= Carving function of USN Record in X-way forensics(Tool=»Disk Tool=>File Recovery by Type)

«  After record carving, the tool saves the records into many files.

=
- . v = =ETH W o= =r
File Header Search on Drive T = a2 =R = !
|| 000001.usnjrml 2014-11-18 2= .. USNJRNL I 512KB
. || | Ll]0c0ooo0 j 2014-11-18 2= SNJRML I 512KB
File typeis): Signatures... || 000002 usnjrl 14-11-18 USMNJRML g 12K
Wind = 3 T || 000003 .usnjrml 2014-11-18 2=... USNJRML mp&t SE6KB
""" L ]-”md-:-ws Pagedump ';'d"”‘:'} o [ 000004.usnjml 2014-11-18 @=.. USNJRNL 0 528KB
----- indows Pagedump {.dm ) o P I o
W |'_| | fEII 'hdp (dmp) || 000005 usnjrl 2014-11-18 ©=_  USNJRNL L} 556KB
----- eap dump file {hdm ; . R
J NTFDS LopF‘I o pl} || 000006.usnjml 2014-11-18 ©=_  USNJRNL T} 452K8B
----- 8 ile (Slodfile;; - - P
\.fﬂ g . gf ) || 000007 usnjrl 2014-11-18 2= USNJRML mp& 28KB
l_:l Evert T Log (el || cooo08.usnjrl 2014-11-18 2=... USNJRML mp&! T48KB
----- vent Trace (. } I .
_g ' 000009 .usnjrl 2014-11-18 2= USMJRML mpt 372KB
| Snapshot P ) - ' -
----- naps rop (.snapproj i ) I
I_] Wi E PI‘E‘fFI;t. h E‘fl:;l P || 000010.usnjrl 2014-11-18 2= USMNJRML mpbge 512KB
----- Windows ch (, ] o
I_] Task Scheduler (i b} || 000011.usnjrnl 2014-11-18 2= USMJRML mpet 12KB
----- ask Scheduler (jol
----- | ] §! Recycler {recycler} W00, =i |
..... l_] Windows Shorteut (Ink) [b] T Offset 01 2 3 45 6 7 8 3 A B CDEF 3
Co Dn\SampleTESTwsnjrmi 00000000 &8 00 0O DO 02 00 OO OO 37 F7 02 00 00 00 01 00 1 7 3
""" |_] Intemet Shortcut {.urulk) 00000010 BD F3 02 00 00 00 09 00 00 00 2D D2 03 00 00 00 %4 -0
..... l_] Intemet Shortcut (ur) File size: sraze ClB | 00000020 1E 4F OD 31 03 03 D0 01 03 8100 0D 00 00 00 00 0 1
) 2880Mes | ppOpO30 00 OO 00 00 20 20 00 OO0 48 00 5C 00 39 00 38 OO H<98
""" |_] Ppple download cache (waf) DOSname.  000001~1USN | 00000040 31 00 30 00 62 00 31 00 34 00 61 00 61 00 66 00 1 O b 1 44 a £
..... Change Log {.clogio 00000050 62 00 36 D0 65 00 38 00 34 00 32 00 62 00 66 00 b 6 e 8 4 2 b
‘—:I g gt ’ g .g} ggtae'ﬁ“Ed‘”"m wriging | 0000060 39 00 33 00 39 00 66 00 63 00 33 00 35 00 61 00 93 9 £ < I 5a
""" |_:| Ubuntu Trash (trashinfo) = : 2 00000070 62 00 38 00 63 00 65 00 39 00 30 00 2E D0 74 00 h 8 ce 30 .t
_____ [ el 0| ppOOOOBO  &D 00 70 00 00 00 00 00 88 00 00 00 02 00 00 00 m p 1
l—] KpEcaChe !-'k'_je':a':he} Undo reverses "2 | Oppoppen | 37 F7 02 00 00 00 01 00 ED F3 02 00 00 00 09 00 7- i
----- |_] PList (<ML} {plist) Creationtme. 2014411z | 00000DAD 88 00 2D D2 03 00 00 00 1E 4F OD 31 03 03 DO 01 1 -0 01 B
-, I 16:45:56 | 000OOOBD 03 91 00 00 00 00 00 00 00 00 00 00 20 20 00 00 -
I_] Plist {binary) |_.|:|p||.st.p||st} Lastwite fme: 2014414 | U00000CO 48 00 3C 00 39 00 38 00 31 00 30 00 62 00 31 00 H< 98 1 0 b 1
..... I_:I Finder bookmark (fink) 1g:45:56 | 000000DO 34 00 61 00 61 00 66 00 62 00 36 00 65 00 38 00 4a a f b 6 e 8
. O0OODOED 34 00 32 00 62 00 66 00 39 00 33 00 39 00 66 00 4 2 b £ 9 3 9 f
..... — Aftribute A
I_:I Launch Service {.csstore) e 0| 000000FO &3 00 33 00 35 00 61 00 62 00 38 00 63 00 65 00 ¢ 3 5 a b 8 ¢ e
..... l_] MacO5 X Keychain ( keychain) 00000100 39 00 30 00 2E 00 74 00 6D 00 70 00 00 00 00 00 90 . tm p
: ) Mode Text | DO00O110 60 00 00 00 02 00 00 00 37 F7 02 00 00 00 01 00 ° 7=
""" |_:| Virtual HD {.vhd) g;:gsﬂefse‘ he‘;g‘i‘c“fﬂ} 00000120 36 F7 02 00 00 00 01 00 10 01 2D D2 03 00 00 00 &= -0
..... I_:I Wiware 4 Virtual Disk (vmdik) Sytes perpage.  47xlaw7sz | 00000130 1E 4F 0D 31 03 03 DO 01 03 A1 00000000 Q000 O 1 B |
) ) . - ,| ODODOI40 DO 0D DO 0O 2020 0D 0O 22 0D 3C 00 61 0D 64 0O "oad
""" |_:| Macintosh Disk Image (.dmf dmg) o . ,| UODOO1S0 74 00 73 0D 63 00 68 00 65 00 6D 00 61 00 2E 00 t s chema .
T T TR R B 00000160 64 00 6C DO 6C 00 2E 00 6D 00 75 00 69 00 00 00 d 11 .mu i
Clipboard available | 00000170 S0 00 00 00 02 00 00 00 31 91 02 00 00 00 OA 00 P 1
- 54cRiee | U00001B0 23 91 02 00 00 00 OC 00 70 01 2D Dz 03 00 00 00 =- p -0
[ QK ] [ Cancel JHIUNG~1\AppDatalLocalTemp | 00000190 1E 4F 0D 31 03 03 DO 01 02 00 00 00 00 00 00 00 O 1 P
000001A0 00 00 00 0O 20 00 00 00 10 00 3C 00 73 00 63 00 ‘se
000001B0 61 00 6E 00 2E 00 61 00 73 00 64 00 00 00 00 00 an . a s d
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$UsnJrnl Record Carving

Existing Tool 2

=  FCNS_UsnJrnl EnScript
«  EnPack for Encase 7
* There is no full path information of file or directory.

« LO1, CSV output

FCNS_UsnJrnl v1.0 (www kazamiya.net) @ 0= =Hzt SR o =
Target Other @ A - _ o - i . . R .
I ] $Usnimi 28 FCMS_Usnrnl_Data L01 2014-11-18 2= EnCase Logical Evidence File 2,006,995KB
() Selectes g
o ot — L] FCNS_Usnirnl_Data L02 2014-11-18 = 102 T} 19,570,272KB
. £5] FCMWS_Usnirnl_Records.csv 2014-11-18 2= Microsoft Excel 2 22 FT 25 ZF It 1,177,528KE
[¥] pagefile.sys = = = == L =
Unallocated Clusters TtemPath PS SO TimeStamp FileName FilelD ParentlD Reason Reason(String)
Filtering Option CV{Unallocated Clusters ] 0 1
From: To: pnidevdolocsemfrmotblopoahshgupgua 6881385 655471 00020030 ADS
. = = C#Unallocated Clusters 3459424 400 11/17/14 03:15:05 2=  aosmonlog 162023 25466 80000002 DATA
01701770 09:00:00 271 E] 11/18/14 02:00:00 2.1 E] C#Unallocated Clusters 3459426 176 11/17/14 03:15:05 2%  PalogU.log 141286 141610 80000002 DATA
i - .. C#WUnallocated Clusters 3459426 448 11/17/14 03:15:05 2=  agent.dbf-journal 39515 141611 103 CREATE
["] Skip duplication records (slow if it found many records) —
CWUnallocated Clusters 3459427 32 11/17/14 03:15:05 2= agent.dbf 124844 141611 1 DATA
Export CUnallocated Clusters 3459427 480 11/17/14 03:15:05 2= SendLog.apc 39515 141611 80000102 CREATE
LEF File CUnallocated Clusters 3459428 136 11/17/14 03:15:05 2%  PaSvclog 192015 141610 3 DATA
CAUsers\ohi hoon\D te\EnCase\C \testh E] CUnallocated Clusters 3459428 216 11/17/14 03:15:06 2%  SendLog.apc 39515 141611 80000200 DELETE
AseEiehunghoomocumentsitn’.aseit-asesites CwUnallocated Clusters 3459429 32 11/17/14 031506 = PaLlogUlog 141286 141610 80000002 DATA
TSV File CitUnallocated Clusters 3459429 112 11/17/14 03:15:06 2% agentdbf 124844 141611 30000001 DATA
C:\Users\ohjunghoom\ Documents\EnCase\Cases\test! E] CitUnallocated Clusters 3459430 400 11/17/14 03:15:06 2=  PalogU.log 141286 141610 80000002 DATA
C#Unallocated Clusters 3459431 160 11/17/14 03:15:06 2%  agentdbf-journal 39515 141611 103 CREATE
[]Integrate output records (TSV File)
[ OK ] ’ Cancel ]
forensicinsight.org 1 7 Page 17



$UsnJrnl Record Carving

Record Carving

Offset Size Stored Information Detail

0x00 4 Size of Record

0x04 2 Major Version 2(Change Journal Software’s major version)

0x06 2 Minor Version 2(Change Journal Software’s major version)

0x08 8 MFT Reference Number "MFT Reference Number" of file or directory that effected by currently
change event.

0x10 8 Parent MFT Reference Number | "MFT Reference Number" of parent directory of file and directory that
effected by currently change event. The full path information can be
obtained with this information and $MFT.

0x18 8 USN Update Sequence Number

0x20 8 TimeStamp(FILETIME) Event Time(UTC +0)

0x28 4 Reason Flag The flag of change event

0x2C | 4 | Source Information The subject that triggers change of event

0x30 4 Security ID

0x34 4 File Attributes The attribute information of the object effected by current event. Generally,
it is used for classifying the object into a file or directory.

0x38 2 Size of Filename The size of object name effected by current event

0x3A Offset to Filename The offset of object name within record

0x3C N Filename The object(file or directory) name effected by current event

«  Signature : Wx??Wx??#Wx00Wx00Wx02#Wx00#x00¥x00 l |

«  Sub-checking Point : USN, TimeStamp, Source Information, Size/Offset of Filename

forensicinsight.org
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$UsnJrnl Record Carving

The Result of Record Carving

The size of The number of recovered The period of recovered records
Unallocated Area records(De-Duplication)
A(Win7 64bit) 72G(HDD) 32,379,635 2014-02-10 ~ 2014-11-03
B(Win7 64bit) 120G(HDD) 36,650,278 2014-01-28 ~ 2014-11-10
C(Win7 64bit) 269G(HDD) 24,907,010 2014-01-28 ~ 2014-11-13
D(Win7 64bit) 120G(HDD) 22,310,563 2013-10-27 ~ 2014-12-23

= There are about 30,000,000 records in unallocated space.
*  There are some records before 10~11 months.

«  Generally, there are 300,000 records in $UsnJrnl:$J on average.

= There are some records before formatting current system.

forensicinsight.org
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NTFS Log Tracker v1.4

Updated List ( https://sites.google.com/site/forensicnote/ntfs-log-tracker )

1. $UsnJrnl record carving from unallocated space
« Carving result is printed out by page unit. (500,000 records by one page)
«  The full path information is printed out. (from $MFT)
« Indexing page information( In case of more than 3 pages)
v' After ordering by USN, first and last record’s time information are recorded.

s WwN

$LogFle | $UsnImi$) | $LagFie(Search Resuft) | $Usnimksi(Search Result) |

Page:{1/65)

Peroid : 2014-10-20 21:25:43 ~ 2014-02-20 22:24:01

- 5Page : 2014-04-16 10:37:40 ~ 2014-04-21 18:40:41 i
TimeStamp USN File Name Full Path(from |6 Page : 2014-04-21 18:40:41 ~ 2014-04-24 14:35:53
. 7Page : 2014-04-24 14:35:53 ~ 2014-04-24 21:42:59
2014-04-08 22:08:41 1802751233 0001000F wid BPage : 2014-04-24 21:42:59 ~ 2014-05-04 12:19:08 [ |
2014-04-08 22:08:41 1802751376 shshield.log 9Page : 2014-05-04 12:19:08 ~ 2014-05-05 02:19:41
2014-04-08 22:08:41 1802751464 shshield.log 10Page : 2014-05-05 02:19:41 ~ 2014-05-05 10:01:28
20140408 22:08:41 1802751552 bshield. | 11Page : 2014-05-05 10:01:28 ~ 2014-05-05 17:33: 18
shshietd. og 12Page : 2014-05-05 17:33:18 ~ 2014-05-06 01:12:47
2014-04-08 22:08:41 1802751640 sbshield.log 13Page : 2014-05-06 01:12:47 ~ 2014-05-06 09:02:46
2014-04-08 22:08:41 1802751728 sbshield.log 14Page : 2014-05-06 09:02:46 ~ 2014-05-06 16:35:25 | =
2014-04-08 22:08:41 1802751816 sbshield.log }g Eage : %}ﬁg?i f}f ?gi; ~ %}ﬁg}g }35 gg;
2014-04-08 22:08:41 1802751904 shshield.log m,:g: LA Oi1s 122708 140570 1o a1
2013-10-24 10:15:52 1910371648 Report.wer 18 Page : 2014-05-22 16:46:31 ~ 2014-05-23 18:24:21
2013-10-24 10:15:52 1910371728 MonCritical 7.5.7601.17514 33fee1c1607943484...  WrrogramDatz 19 Eage : %}ﬁgg g%‘f:i e %}ﬁg%i{ }gﬂlsl:i} | |
am. o I age -; 10131~ - 116:
2013-11-0110:48:47 2191398504 NonCritical_7.5.7601.17514_33fee1c1607943584L...  WProgramDate )1 o . 5014.05-31 16:16:41 ~ 2014-06-11 00144136
2013-11-0110:43:47 2191398720 Report.wer 22Page : 2014-06-1109:44:36 ~ 2014-06-17 15:11:23
2013-11-01 10:48:47 2191393300 Report.wer 23Page : 2014-06-17 15:11:23 ~ 2014-06-19 10:41:12
24Page : 2014-06-19 10:41:12 ~ 2014-07-01 14:29: 14
- . . N Wy
2013-12-02 17:32:33 2953309496 TMPDO00004C 33 1406EEFBS95D 2 Hwindows T 52 Poce & 20140701 14,29 18 o 014.07.04 202323
2013-12-13 10:16:43 3268405760 mass.dat 26 Page : 2014-07-04 21:23:29 ~ 2014-07-10 20:31: 16
2013-12-13 10:16:43 3268405840 mass.dat 27Page : 2014-07-10 20:31:16 ~ 2014-07-14 12:46:50
2013-12-13 10:16:43 3268405320 dat 28Page : 2014-07-14 12:46:50 ~ 2014-07-15 17:27:30
mass.aa 29Page ¢ 2014-07-15 17:27:30 ~ 2014-07-22 17:33:56
2014-01-10 10:04:28 4588088264 Report.wer.tmp 30 Page @ 2014-07-22 17:39:56 ~ 2014-07-24 08:37:24
2014-01-16 10:27:33 4816802896 NonCritical_80072ee4_c3d83d03e7a5a22ed7994...  WrrogramDatz 31 Page : 2014-07-24 08:37:24 ~ 2014-07-28 18:21:17 i
2014-01-16 10:27:33 4816803246 Report.wer 3?2:9: : %iﬁ;gﬁ igfi;fulg ~ %iﬁ;ﬁ %252‘3523
2014-01-29 10:15:02 5415903688 AmAgent.log “#Program File: 33 page \ 3014-07-31 13:20:50 ~ 1014-03-04 14:57:08 | T
2044 04 30 40,4 T, 49 EAISAINTIN 0 + . - . - .

. Supporting source

file extracted by “ExtractUsnJrnl” tool
Changing interface of keyword search
Supporting Korean keyword search

. Tab bug is fixed.
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https://sites.google.com/site/forensicnote/ntfs-log-tracker

NTFS Log Tracker v1.4

User interface

=
£¥ NTFS Log Tracker v14

$LogFie File Path

$Usndrnl$] Fle Path

Unallocated Dump Path
(for $Usndrnl Carving)}

Parsing

Ontinn
$MFT File Path

Opening SQLite DB File

SQLite DB File Path

o
=
fi]
=

Search “ Keyword Search

$LogFile | £UsnIrnl:$2 I £lLogFile(Search Result) | £UsnIrnl:$3(Search F‘.esurt]l|

CSV Export

= = Page :

4 I

LSM Event Time Event Detail

File Mame

Created by Junghoon Oh{ blueangel 275@gmail.com )

7z

Source File for Parsing

Opening DB file
created by this tool

Exporting CSV format

Parsed Data Output
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NTFS Log Tracker v1.4

Keyword Search

Search [s3l | [[stoorie [ susniri:s1 | sLogFie(search Resul)] $Usnimks(search Resul) |
&LogFile = Page:(1/1) Peroid : 2014-04-08 22:08:41 ~ 2014-11-03 19:47:12
LSM : TimeStamp usn FileName Full Path(from $MFT) Event
2014-10-27 14:05:03 15264543896 USERINIT EXE-2257A3ET. pf Hlindows WPrefetch WUSERINIT, EXE-2257A3E7 pf File_Created, File_Added
Event Time : 2014-10-27 14:05:03 15264543096 USERINIT EXE-2257A3E7.pf wvindows WPrefetch WUSERINIT, EXE-2257A3E7 pf File_Created, File_Added, File_Closed
) 2014-10-27 14:05:03 15264543400 D\WM.EXE-6FFD3DAS.pf Hlindows WPrefetchWDWM. EXE-6FFD3DAR. pf File_Created
File Name 2014-10-27 14:05:03 15264549504 DWWM.EXE-6FFD30AS.pf windowsWPrefetch WDWM, EXE-6FFD3DAS. pf File_Created, File_Added
2014-10-27 14:05:03 15264549608 D\WM.EXE-6FFD3DAS.pf Hlindows WPrefetchWDWM. EXE-6FFD3DAR. pf File_Created, File_Added, File_Closed
Full Path 2014-10-27 14:05:03 15264550912 IMAGESAFERSTART _X86.EXE-SD5364FE.pf  WWindows'WPrefetch WIMAGESAFERSTART _X86.EXE-SD5364FE.pf  File_Truncated
2014-10-27 14:05:03 15264551048 IMAGESAFERSTART _¥86.EXE-SD5364FE.pf  WAVindows'WPrefetch W IMAGESAFERSTART _X86.EXE-SD5364FE.pf  File_Added, File_Truncated
2014-10-27 14:05:03 15264551272 IMAGESAFERSTART _X86.EXE-SD5364FB.pf  WWindows'Prefetch WIMAGESAFERSTART _X86.EXE-SD5364FB.pf  File_Added, File_Truncated, File_Closed
&UsnIml 2014-10-27 14:05:03 15264551408 IMAGESAFERSTART _X64.EXE-6BC30D77.pf  WAWindows'WPrefetchWIMAGESAFERSTART _X64.EXE-6BC30D77.pf  File_Truncated
2014-10-27 14:05:03 15264551544 IMAGESAFERSTART _X64.EXE-6BC30D77.pf  Windows'iPrefetch WIMAGESAFERSTART _X64.EXE-6BC30D77.0f  File_Added, File_Truncated
TimeStamp :  2014-10-27 2014-10-27 14:05:03 15264551680 IMAGESAFERSTART _X64.EXE-6BC30D77.pf  WWindows'WPrefetchtWIMAGESAFERSTART _X64.EXE-6BC30D77.pf  File_Added, File_Truncated, File_Closed
2014-10-27 14:05:05 15264560024 RUNDLL 32, EXE-DE9673F9.pf hindowsWPrefetchWRUNDLL 32, EXE-DE9673F9.pf File_Created
SN 2014-10-27 14:05:05 15264560136 RUNDLL 32, EXE-DES673F9.pf lindows WPrefetchWRUNDLL 32.EXE-DES673FS. pf File_Created, File_Added
2014-10-27 14:05:05 15264550248 RUMDLL 32 EXE-DE3673F9.pf wvindows iPrefetch WRUNDLL 32.EXE-DE96 739 pf File_Created, File_Added, File_Closed
File Name 2014-10-27 14:05:05 15264560552 EXPLORER.EXE-ABOE4FS7 pf HlindowsWPrefetchWEXPLORER. EXE-ABDE4FS7. pf File_Truncated
-pf 2014-10-27 14:05:05 15264560664 EXPLORER.EXE-ABOE4F97.pf Hvlindows WPrefetchWEXPLORER EXE-ABOE4Fa7. pf File_Added, File_Truncated
2014-10-27 14:05:05 15264560776 EXPLORER.EXE-ABOE4FS7. pf windowsWPrefetchWEXPLORER  EXE-ABDE4FS7. pf File_Added, File_Truncated, File_Closed
Full Path 2014-10-27 14:05:08 15264572984 DLLHOST.EXE-SE46FADD. pf Wwindows WPrefetch WOLLHOST. EXE-SE46FADD . pf File_Truncated
2014-10-27 14:05:08 15264573096 DLLHOST, EXE-SE46FADD.pf Hindows WPrefetchWDLLHOST. EXE-SE46FAOD. pf File_Added, File_Truncated
2014-10-27 14:05:08 15264573208 DLLHOST.EXE-SE46FADD. pf Wwindows WPrefetch WOLLHOST. EXE-SE46FADD . pf File_Added, File_Truncated, File_Closed
Go ] [ Canicel 2014-10-27 14:05: 14 15264629496 COMNSENT EXE-531BDSEA.pf vindows WPrefetch WCONSENT, EXE-531BDSEA. pf File_Created
2014-10-27 14:05: 14 15264629608 CONSENT EXE-531BD3EA. pf Hlindows HPrefetchHCONSENT . EXE-531BDIEA. pf File_Created, File_Added
2014-10-27 14:05: 14 15264629720 CONSENT EXE-531BD9EA. pf ‘indows iPrefetch WCONSENT EXE-531B09EA. pf File_Created, File_Added, File_Closed
« Target field of keyword search
v" $LogFile : LSN, Event Time, File Name, Full Path
v $UsnJrnl : TimeStamp, USN, File Name, Full Path
« Using LIKE operation of SQL
L]

If multi-keyword are entered, the keywords are used by "AND" operation.
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Conclusion
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Conclusion E

= Tracking NTFS’s history with $UsnJrnl

«  Creation, deletion, modification, renaming and moving of file and directory
« It is possible to find trace of deleted file.

« The event of program execution and opening document can be found through tracking prefetch file and
LNK file's history.

» Collection of $UsnJrnl:$J

«  Encase or Winhex

ExtractUsnJrnl

= $UsnJrnl record carving from unallocated space
«  There are mass $UsnJrnl records in unallocated space.

«  Tracking old file system history(before several months) through $UsnJrnl record carving
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Question and Answer E
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