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Delete Index Entry Allocation

Add Index Entry Allocation
Add Index Entry Allocation

Dealocate File Record Segrment Initialize File Record Segrnent
Clear Bits In Monresident Bit Map  Set Bits In Monresident Bit Map

Farget Transaction

Compensation Log Record

QHEZ 71927 A= & HA| OxOF/OxOE(Delete Index Entry Allocation/Add
Index Entry Allocation) 2t 9| Undo H|O|E{0f| A 7} XS

OO0O01EDED
oooiEDCO
0001EDDO
OO0O01EDED
OO01EDED
O001EEQOD
OO001EE1OD
O0O01EEZD
OO001EE30
O001EE40
O0O01EESD
O001EEBD
OO001EETOD
O001EESOD
OO001EESD
O001EEAD
OO001EEED
OO01EECD
OO0O01EEDD
O001EEEQD
OO001EEFO
OO01EFOOD
O001EF10
OO001EF20
OO001EF30
OO01EF40

oo
oo
16
00 ke
oo
oo
oo
3D
3D
oo
oo
46
oo
oo
oo
oo
20
oo
oo
oo
3D
3D
{u]u]

I 2fic1=

Ia

e

BF
SF
73

Mo
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$LogFile I} Ct2| O|HIE 2 M

e AH oJHIE

Non Resident m}Q! Atx]| O|HIE

A A EOols oCc
* Resident 4| 20t = LSHA EHE
v Resident AbK| ZHQint OpAHJIX| 2 IHUHO| 71 AL, Delete Index Entry Allocation Zt0| & & 0|
mi el == ol o ols S =
voOANH mhYE, A B 2= Resident IHY AMH| Q| B2t SUSHA =5
Redo Undao sequence nu... | client index transaction id Target Attrib,..  Record Offset Attr Offset Taget LCM
Delete Index Entry Allocation Add Index Entry Allocation Ox0 Ox0 0x18 Qf4 Q=0 il Owzc
Delete Index Entry Root Add Index Entry Root Ox0 Ox0 %18 %18 D100 x40 Dx40006
Deallacate File Record Segrment Initidlize Filz Record Segrent 00 00 %18 %18 %0 %0 Ox40009
Clear Bits In Monresident Bit Map Set Bits In Monresident Bit Map Ox0 Ox0 018 Oxcs Ox0 Ox0 [Tl
Forget Transaction Compensation Log Record Ox0 Ox0 Ox18 Ox18 Ox0 Ox0 Oxde120142
Delete Index Entry Allocation Add Index Entry Allocation [NFN] [NFi] 018 it 0 [AFESin] Ox2c
Deallocate File Record Segrnent Tnitialize File Record Segrment Ox0 0 0x18 ox18 ox0 Ox0 Ox40009
TIEar Bits I MOrTEsdent Bt Map et Biis I o esder it B Hap =0 =0 LERRS U= =0 =0 EEi
Forget Transaction Compensation Log Record ox0 0x0 0x1s %1 Ox0 Ox0 Oxcde120143
Delete Index Entry Allocation Add Index Entry Allocation =0 Ox0 Ox18 Dufd 0x0 Oy 02
Delete Index Entry Allocation Add Index Entry Allocation [aF3A] [aF3a] Ox1B8 Dt Ux0 NP5 0] UAC
Deallocate File Record Segrent Initialize File Record Segrnent Ox0 Ox0 0x18 0x18 0x0 0x0 Ox40008
Clear Bitz In Monresident Bit Map  Set Bits In Monresident, Bit Map 00 0x0 0x18 [NETa] 0x0 0x0 [T
Farget Transaction Compensation Log Record Ox0 Ox0 Ox18 Ox18 0x0 ox0 Oxdel1s0142
H H AL
* Non Resident File Atx| O|HI E #=A{(Redo/Undo)

1. OxOF/OxOE(Delete Index Entry Allocation(or Root)/Add Index Entry Allocation(or Root))
2. 0x03/0x02(Deallocation File Record Segment/Initialize File Record Segment)

3. 0x16/0x15(Clear Bits In Nonresident Bit Map/Set Bits In Nonresident Bit Map)

4. 0x1B/0x01(Forget Transaction/Compensation Log Record)
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$LogFile m}Y THe| O[HIE F XM i‘

a2 HIolE £d o|HE

= Resident File I} G|0|E| Zd( Windows XP 7/}X| M&%=l, Win7 EE| M & Q=)
* Redo 20| Update Resident Value 0|11 Record Offset O] OxF8 O|2t, 12|10 Attr Offset O]
0x18 O| 20| ™ $DATA =540 CHet YOOI E A Yol2tn & 5= US
v OtdE Z0|7h 10 Z(F2 ot F), $Dataky 2| A|ZR|X|= OxF8
v $DATA £°d0 M 0x18 X 2H MK CIOo|H7t E0{&
« Undol| H|O|E{7} 25 00|H M= oY L& 2y, 28X e ot LfE =3

Redo Undo Target Attrib... Record Offset Attr Offset Taget LCN
Update Resident Value Update Resident Value 0x18 Ox108 0x18 Ox40008
Forget Transaction Compensation Log Record 0x18 0x0 0x0 0xc39c8d20
00020EDOD 00 OO0 00 00 OO0 OO0 00 00 DENEIESINOONIoNoovaoyon 1671 I Current LSN
000zOEEOD 0O 00 00 0O OO OO 0O 00 OO0 00 OO0 0o 0o oo oo oo

OO0Z0EFOD EG 00O OO0 OO OO OO OO OO O1 OO0 OO0 0O 18 OO OO0 OO0 & Previous LSN
oo0zoFoo 00 00 o0 oo o0 o0 00 o0 [EEENEEEEE:z: 00 SF o0 Bl

00020F10 88 00 SF 00 18 00 01 00 @8 O FENEEMos 00 00 00 0 _ B

ooozorzo 08 00 00 OO OO OO OO OO 08 00 O4 0O OO OO 00 OO0 Redo Op
00020F 30

00020F40 Undo Op
00020F50

00020F&0 Record Offset
00020F70

00020F &0 3 Attr Offset
=l n0 00 00 00 00 00 00 00 00 00 oo ]

fa[ubedal:y-NeRl 00 00 00 00 00 00 00 00 00 00 1] I Redo Data
a[ufeasiy:Iell 00 00 00 00 00 00 00 00 00 00 oo I

000Z0FCO 00 00 00 00 00 00 00 00 00 00 an I Undo Data
iVl 0 00 00 00 00 00 00 00 00 00 oo ]

ianeasiyols 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [ ]
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$LogFile The! £HP| O[S 244 Y.

utd H|ojE A8 oM E

= Resident File o} H|0|E| = ( Windows XP 7} X| M E, Win7 2 E Mg QI )

« Undo Of G|O|E{ 7} RS
v UndoQ| HIO|E7} =7 9ol L&
v Redof| G|O|E{7t =X 9| | &

Redo Undo Target Attrib... Record Offset Attr Offset Taget LCM
Update Resident Value Update Resident Value oxig 0x130 0x34 Ox40009
Forget Transaction Compensation Log Record 0x18 0x0 0x0 Oxd3ecd164

00002550 2ATSITE0TO0T00TO0T00TO0TN00 00 00 00 00 00 00 00 HEEEEE

Current LSN

goooZ<%e0 00 OO0 OO0 OO0 OO OO 00 o0 78 00 0o 00 oo oo oo oo 4

gooozZ9y0 01 0o 00 00 18 00 00 00O 00 OO0 oo o0 oo oo oo oo Previous LSN
gooozasn ao 21 o0 21

ooooz2990 34 00 oo oo Redo Op
o00029a0

ooo0z29Ee0

ooooz29co
nooozspo
ooo0z29En
o00029Fn

Record Offset

Attr Offset

Redo Data

—
]
—
—

Undo Data
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$LogFile T £t O[HIE 5A

utd H|ojE X8 O|HIE

- Ofe o &
« Update Resident Value %t 9| Target LCN, MFT Cluster Index gt1t Initialize File Record Segment 2t & 9|

Target LCN(VCN), MFT Cluster Index 4t H|l

« 2 Target LCN(VCN), MFT Cluster Index Z}S 7tX| 1 /S ™ Initialize File Record Segment %S Edf M
= ool W82 Ad/+HEet Ao|gt & = U=

« O] HRE 100% 25 &&= Z40| OtE(OS7t 1220f =4 74 MY 2 X1 AH|SH7| &)
Redo Lndo Target Attrib...  Record Cffset Attr Offset Taget LM Cluster Indesx
Set Bits In Monresident Bit Map Clear Bits In Monresident Bit Map  0xcB 0x0 Ox0 D3 ]
Hoop Deadlocate File Record Segrent Ox18 0x0 Ox0 Ox<0009 4
add Index Entry alocation Delete Index Entry allocation Oxcfet 0x0 Ox628 Oz o
Initialize File Record Segrment MNoop Ox18 Q=0 dx0 Q<0009 4
Farget Transaction Cormpensation Log Record %18 Ox0 =0 xgldeadsc ]
Redo Lo Target Attrib.,,  Record Offset Attr Offset Taget Lk Cluster Tndesx
Update Resident Walue Update Resident Walue Ox18 0x108 Ox18 Ox<0009 4
Farget Transaction Compensation Log Record Dx18 Ox0 0 [ RFTmC === = ]
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$LogFile I} Ci2| O|HIE 2 XM E

utd CjojE] %S O[HIE
= Non Resident L /29 £+ O|HIE

*  Non Resident L} o] Z%, HA Il LHE0| 2[F SHAH| XE =
v 0x09/0x09(Update Mapping Pairs/Update Mapping Pairs) 22 E&f| §|O|E &AM QX2 =0l

—/ L—-
A OlO
= As

v Attr OffsetO| 0x40 & AL, Cluster Run 24 LI Redo H|O|EHOA 2=
2, gtol 27
> oo B Ox26|Mf Se{AHFE 22 2{AHTL AFBEIS

b

ot
glo

(0x41&

o

!
$0

0o02BF40  EBTS7IE0T00700700700700°TD7 S7 80 00 00 00 00 00 EWEEEEE-wi
DO0ZBFS0 D7 57 &0 00 00 00 00 00 38 00 00 00 00 00 00 00 Wl 8
DO02BF60 01 00 00 00 18 00 00 00 00 00 00 00 00 00 00 00

0002EF70  NENNEEENREN:: 00 08 00

Current LSN

Previous LSN

O00ZBFE0 30 01 B0 e oo 0o 0o oo Redo Op
oo0zZBFS0 09 00 04 00 OO 0O OO0 OO0
IS A A2 35 A4 5F [ Undo Op

Record Offset

Attr Offset

Redo Data

Undo Data

forensicinsight.org Page 38



$LogFile The! £HP| O[S 244 "7

utd C|ojE %4 OJHIE

* Non Resident I+ d/dA|, siT T+ Q| C|o|E %] m}tetst7|
O

o
* Resident It L& At o] A2} OtE7IX| 2 Target LCN, MFT Cluster Index H| W& E8f| §|O|
BV AYES TS RS & S
. Qukmo= Yl 44 O|ME CHS0| B2 24 Update Mapping Pairs Xt 0] 448 Thlof
O[Ef 7| Ztefe)

Redo Lhdo Target Attrib...  Record Offset Attr Offset Taget LCM Cluster Inde:x
[ Initidlize File Record Segrment Moop 0x189 Ox0 Ox0 0x40003 & |
Farget Transaction Carnpensation Log Record %18 0x0 %0 0x8042397C Q
Delete Attribute Create Attribute Ox18 Ox1082 Ox0 Ox40003 =]
Create Attribute Delete Attribute Ox18 Ox108 Ox0 Ox40008 a]
Set Bits In Monresident Bit Map Clear Bits In Monresident Bit Map 0x9c Ox0 Ox0 Oz 3ffdf ]
Set New Attribute Sizes Set New Attribute Sizes Q%13 0x103 %0 Ox40003 &
| Update Mapping Pairs Update Mapping Pairs Q%13 0x103 Qx40 Ox40003 &
Set Mew Attribute Sizes Set Mew Attribute Sizes 0x18 0102 0 Q40002 &
Farget Transaction Cormpensation Log Record %18 0x0 =0 Ox289154b0 Q

+ Non Resident It 4 dA[, H|O|Ef 2} O[HIE

1. 0x06/0x05(Delete Attribute/Create Attribute)
0x05/0x06(Create Attribute/Delete Attribute)
0x15/0x16(Set Bits In Nonresident Bit Map/Clear Bits In Nonresident Bit Map)
0xOB/0X0B(Set New Attribute Sizes/ Set New Attribute Sizes)
0X09/0X09(Update Mapping Pairs/ Update Mapping Pairs)
0xO0B/0X0B(Set New Attribute Sizes/ Set New Attribute Sizes)
0X1B/0X01(Forget Transaction/Compensation Log Record)

No vk wnN
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$LogFile The! £HP| O[S 244 "7

ujel

OE

H

ox

O|HIE

ot HE A, oLt EHY

|

«  $FILE_ NAME &9 AbH|, 71 =Y
v' Record Offset O] 0x98, Attr Offset O] 0x00 QI Delete Attribute@t Create Attribute 20| ¢&H
O QU mAUY BiZ > MO 2 §FILE NAME £42 MFT 2|20 A 0x98 2{X[of QU2
v & XQ1o| Target LCNO| S &jof ot

Redo Undo Target Attrib,..  Record Offset attr Offset Taget LCH
Delete Index Entry Allocation Add Index Entry Alocation D Qx0 x4 Qx2c
Delete Attribute Create Attribute Ox18 x93 Ox0 Ox<40002
Create Attribute Delete Attribute Ox18 x93 Ox0 0x40002
Add Index Entry Allocation Delete Index Entry Allocation Oxfa 0x0 x40 Ox2c
Forget Transaction Cornpensation Log Record Ox1a3 0x0 Q=0 Oxazefo00z

o ImQH HZA O|HIE A

OxOF/OXOE(Delete Index Entry Allocation/Add Index Entry Allocation)
0x06/0x05(Delete Attribute/Create Attribute)

0x05/0x06(Create Attribute/Delete Attribute)

OxOE/OxOF(Add Index Entry Allocation/Delete Index Entry Allocation)
0x1B/0x01(Forget Transaction/Compensation Log Record)

=

ik wnN
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$LogFile T £t O[HIE EA

Ty Y oM E

= Delete Attribute(0x06) =» Create Attribute(0x05)

o 2t Xt O| Redo Data($FILE_ NAME £4) O| A HZA H™ mpd ™}
o O HZA A|ZF: B2 C|2H 2|9 MFT Modified A|ZF HE 2
+ Flag Z}2 E¢f 0|22 BIZAsH 2|7} T}YQIX| Cl2E2|QIX| 7
00025070  EEVEENEINO0N00NO0NO0Y00" 9 4B 80 00 0O 00 00 OO

pOo025D80 | 9s 4B 80 00 OO OO 0O OO 98 00 OO OO 0O OO0 OO oo
QOo0o25D90 01 OO0 OO OO 18 OO0 0O OO OO OO OO 00 00 OO0 oo oo
CO025DA0 | [Epeuisni=guee-c OO0 0O OO0 28 00 70 00O 18 00 01 00
QO025DED 02 oo oa oa
pooz2snen | [ oo oo oo el el oo 70
QO025DD0 56 00 oo

QO0D25DED :
QO025DFO 15 2
QO0Z25EQO g7 40 2 oo
OO0Z25E10 oo Z0 00
QOD25EZ20 7 g RE OO0 &1 00
DO025E30
DO0Z25E40
DO025ES0
DOD25ERD
DO0DZ5E7O
DO025ES0
DO025E90
DO0D25EAD
DO0Z5EED
DO025ECO
DO025EDO
DODZ25EEQ |2 oo

OO0ZSEF0Q |k kel =n (ulnl aha i e ZE 00 7

Current LSN
Previous LSN
Redo Op

Undo Op
Record Offset
Attr Offset
Target LCN

Redo Data
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SUsnJrnl

- SUsnJrnl?

- SUsnirnl /1 =
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$UsnJrnl ? E

- S8 ZEZIOH™0| 5 oo BE oFE ntoty| 25k A&

e J|2MoZ Windows 7 EH 23T 0
v HIZ 3 [0 /US2 Al Fsutil 2 283 AE = UAS

> fsutil usn [createjournal] m=<MaxSize> a=<AllocationDelta> <VolumePath>

v' Fsutil O] XtM|SF A2 HH 2 http://technet.microsoft.com/en-us/library/cc788042.aspx

© $Max ZAI ) S0 7Y
v $Max: ¥ 29| 712 ot Holef K

v $I&H AN HE 2O 82 ME
7

2t |REE2 USN(Update Sequence Number) &2 E 7}&

C
wn
pd

bl
HL

=
=

SEE S 4 gRES =M 7=
Z

AH USN 2t $) &M LHOJM Q| 2|2 E 2| Offset 7}

- USN Zt2 MFT 9l E 2| 0| $STANDARD INFORMATION £ A10| & KMEE|0f Q1S

AN
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$UsnJrnl ? E

- NTFS #17 21 T (H2)

« ZEO0 ¥t "$Extend” ZC Of2f QK|

AN —

EHO%eg C " = File Last Entry Last Logical
%J—DD@ £Ewtend Created Written Modified Accessed Size
1 -
(4 sUsnirml-8 1,746,433,650
[ susnarnl-smax 32

- 7|2 5= 21 H0|E Q| UMM o= )

aoTr

o
v AREE AL A8 ZQ 12 HEo| 27 U4E
o
o

=
v JANMOZ £ ARSI 8A|Zh), 4~5Y MEo|l 2Vt HS
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SUsnJrnl

- SUsnJrnl ?

- SUsnirnl £
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$UsnJrnl = E

$Max £/d9o| 3+ =

= S$Max £449| 37|
« 32Byte 1™ 37|12 7}%

n $Max A‘lOI x-|xl- I‘lE

Offset Size Stored Information Detail
0x00 8 Maximum Size 27 GO Q| X|Cf A 7|
0x08 8 Allocation Size MEZE& HO|E7F M&EE 0 St &= Ao 77|
0x10 8 USN ID “"$Usn)rnl” LU O| A4 M A| ZHFILETIME)
Ox18 |8 Lowest Valid USN | &X| XZ&t=l 2 E = 7} 22 USN 7§
Ol HHE & $) &4 L A Hiy EiI:*EE HIZ 0|5 7ts
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$UsnJrnl = E

- WEEAx

. Jb 37)e 21 RES0 AaHoz s
° Eny S Ke)

= Mol of BEE2 002 x|l “Sparse Area” £ 77

Record

AN

Sparse Area

[Xl= Olf= 2FHMA 7 $) S840 HPEl= 23 HO|Ee 27|58 F5HA &
=

o
1. ME 2 HIZEE2 &M 20 =71=
2. FIEI Y REEQ =
EHo| A 7|7} "“Maximum Size" & Y=X| =29l
3. AN 23 4|Oo|E{el A 7|7} "Maximum Size" £
OF= 02 2 X} “Sparse Area” 2 Ot

= 3 7|7} "Allocation Size"E HOo ™ 7t Y RAESES E85I0 AN 21 4O

HEe CFH 27 HO|He| & B &2& "Allocation Size”

v o mErM $) £89 =2l 37| AL AKX 2H Ho|H7 2EE Y2 LGS 7AIE
v ¥ o2 0x200000 ~ 0x23FFFFF o] 21 HO|E{E XE
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$UsnJrnl = E

= $) Mo 21 YA E FX(http://msdn.microsoft.com/en-us/library/aa365722.aspx)

Offset Size Stored Information Detail

0x00 4 Size of Record HIZE 37|

0x04 2 Major Version 23 A 2EtM o 2 AR E|= Change Journal SoftwareQ| HHF 2 2.0)

0x06 2 Minor Version OB 2EtM o 2 AR E|= Change Journal SoftwareQ| HHF 2 2.0)

0x08 8 MFT Reference Number ST HYE O|HIEY MEr|= 0t =2 C|HEZ|2| MFT Reference Number

0x10 8 Parent MFT Reference Number | &iXf B4 O|HIEV| ML= 02 =2 C|aHZ|o £ C|aEH2|| MFT
Reference Number
SMFT FHHoF Zetdtol T 2 &= 7ts

0x18 8 USN Update Sequence Number

0x20 8 TimeStamp(FILETIME) O|HIE 7} 2hAlisE A|ZHUTC +0)

0x28 4 Reason Flag HZ O|HIE HE Zgj1

0x2C 4 Source Information HZ O[HIEES ZdAIZl F=H|of Ciet HE

0x30 4 Security ID HOtID

0x34 4 File Attributes HZA O|HIEQ| CHAIO| &= ZHN|0f CHTE HE
YutE oz CfAbo| LHAQIX| CIE2|QX| F&

0x38 2 Size of Filename Y Ol MEQ| A7

0x3A 2 Offset to Filename Y Ol MEQ| Y IAE LY XK

0x3C N Filename S HE O|HEY HEE= AN EY 52 CI™EHE)2| 0|

*  MFT Reference Number C{{ 4l Parent MFT Reference Number £ At23t= 0|&
A

v MFT Reference Number & AI22 Z2, ST THO| AN EAS I TN ZE2EE X 22 == A7 I
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$UsnJrnl 2=

= Reason Flag d & (http://msdn.microsoft.com/en-us/library/aa365722.aspx)

Flag Description

0x01 7|2 $Data £A0|| O|O|E{7} Overwrite =l
0x02 7|2 $Data £-J0i H|O|E{7t =7t

0x04 7|2 $Data £40j HIO|E{7} E0|&

0x10 0|2 Q= $Data &=0j| O|O|E 7} Overwrite =
0x20 0| U= $Data 40| HIO|E{7t =Tt
0x40 0| U= $Data &40 LIO|E{7t EO|&
0x100 ordolLt Tl E2[7h 4o =

0x200 rdolLt Tl E 2 7f ALK =

0x400 ordol gyE £40| HAE

0x800 o deto] HEE

0x1000 HHE HEA, HE ™ 0|5

0x2000 HHE HBA, B 2 0|5

0x4000 OIS A HE7) HEE

0x8000 orAolLt CIEe[el £40] HEH
0x10000 SIE 23Tt MM ALE ALK

0x20000 A= HEfTt HAE(YHE or YH0| E)
0x40000 ASS MEf7F HAZ (L SSIE or BSS}E)
0x80000 2K ID7} HAE

0x100000 Reparse X|&Z0| HAE

0x200000 0|2 Q= $Data =410 MM or AHK| or HZAE
0x80000000 | mQ = C|AE 2|7} B3l

7z
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$UsnJrnl = E

= Source Information & H (http://msdn.microsoft.com/en-us/library/aa365722.aspx)

Flag Description

0x00 | AFBXL7} 2HAkA|ZI O E
001 | SAHFO| ofsf WAkt ofH =

0x02 The operation adds a private data stream to a file or directory.
0x04 The operation creates or updates the contents of a replicated file.
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$UsnJrnl =

= File Attribute ™ H (http://msdn.microsoft.com/en-us/library/gg258117.aspx)

Value Description

0x01 a7l H8 54

0x02 =d &4

0x04 A|AE T}

0x10 Cl2lE 2|

0x20 Archive It &l

0x40 C|HIO| A T

0x80 Qb mhe!

0x100 QA mH

0x200 Sparse It¢

0x400 Reparse &2 7tX|0 JALE d=E &3 ot

0x800 4= E

0x1000 This attribute indicates that the file data is physically moved to offline storage.

0x2000 oIy ot

0x4000 A2}

0x8000 The directory or user data stream is configured with integrity (only supported on ReFS
volumes).

0x10000 7ty o

0x20000 The ttl;er)data stream not to be read by the background data integrity scanner (AKA
scrubber).
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NTFS Log Tracker

- B A Y ed
- ET7s
- J|EETetolHI

- Case Study
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NTFS Log Tracker 4| E
Eo 24

NTFS Log Tracker

| $LogFile | :>([
| $UsnJrnl:$J) | > [ $UsnJrnl Module ] §| SQLite DB
[ smrT | @ | $MFT Module | |_

$LogFile Module ]

[ Viewing Module ]

[ Search Module ] <

\[ Export Module ]j <
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NTFS Log Tracker

T : https://code.google.com/p/ntfs-log-tracker/

Parsing File

$LogFile File Path C:¥sersttblusangefttDesktop W TES T SLogFile

$Usnlrnl:$] File Path C:WsersttblueanaefitDesktop'W TES T $Usndrml-51

$MFT File Path(Optional) C:WUsersWhlueangettDesktop W TES TWSMFT

Opening SQLite DB File

SQLite DB File Path

Filter :

| [l

Parsing

$LogFile | $UsnIml:$] I $LogFile(Search Result) | $Usndrnk$1(Search Rasu?t)|
> Page:(1/1)
LSN Event Time Event Detail File Name Full Path(from SMFT) Create Time Modified Time MFT_Madified Time Access Time Redo Target VCN Cluster Index ~ *
1246242002 Directory Deletion inst Wwindows WSoftwareDistribution Whownload¥4425...  2013-02-2705:11:39  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Deallocate File Record Segment  0x297f 2
1246242353 Viriting Content of Non-Resident File  Cluster Number : 3701814(1) Update Mapping Pairs 0x2970 4
1246242661 2013-02-2705:11:52  Directory Creation Install Wwindows WSoftwareDistribution Whownload #install 2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Initialize File Record Segment 0x297f 2
1246243003 2013-02-2705:11:52  File Creation mpsyschk.exe 2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Initialize File Record Segment 0x2a20 0
1246243740 2013-02-2705:11:52  File Creation BASHV2.DB-journal “WProgramDataWSymantec #Symantec Endpoint Prot...  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Initialize File Record Segment 0x4066 8
1246244744 sdmys_BSF210C691D4FASSFSD...  WrrogramDataWSymantectSymantec Endpoint Prot... Create Attribute 0x4066 3
1246245061 File Deletion sdmys_B6F210C691D4FASSFSD...  WrrogramDataWSymantec WSymantec Endpoint Prot..,  2013-02-2705:11:52  2013-02-27 0! 2013-02-27 05 2013-02-27 05 2 Deallocate File Record Segment  0x4066 8 [
1246245236 2013-02-2705:11:52  File Creation BASHV2.DB-journal “WProgramDataWSymantec WSymantec Endpoint Prot...  2013-02-2705:11:52  2013-02-27 05: 2013-02-27 05: 2013-02-2705:11:52  Initialize File Record Segment 0x4066 8
1246245233 sdmys_BSF210C691D4FAS510D...  WrrogramDataWSymantectSymantec Endpoint Prot... Create Attribute 0x4066 3
1246246550 File Deletion sdmys_B6F210C691D4FAS510D...  ‘WrrogramDataWSymantecWSymantec Endpoint Prot...  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Deallocate File Record Segment  0x4066 8
1246246725 2013-02-2705:11:52  File Creation BASHV2.DB-journal “WProgramDataWSymantec #Symantec Endpoint Prot...  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Initialize File Record Segment 0x4066 8
1246247746 sdmys_761F41B1A18CF2DA6FC...  WProgramDataWSymantectSymantec Endpoint Prot... Create Attribute 0x4066 3
1246248065 File Deletion sdmys_761F41B1A18CF2DA6FC... WProgramDataWSymantectfSymantec Endpoint Prot...  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Deallocate File Record Segment  0x4066 8
1246248501 2013-02-2705:11:52  Directory Creation inst “Whwindows WiSoftwareDistribution WDownload#718f7...  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Initialize File Record Segment 0x4066 8
1246248624 718f72d736cBecc3d4462ca2eb4...  WiwindowsWSoftwareDistribution WDownload715f7...  2013-02-15 16:51:26  2013-02-270 2013-02-27 05 2013-02-27 05 Update Resident Value 0x2985 8
1246248841 2013-02-2705:11:52  File Creation Sdpxs.tmp 2013-02-2705:11:52  2013-02-2705:11L: 2013-02-27 05:11: 2013-02-2705:11:52  Initialize File Record Segment 0x4072 0
1246245408 2013-02-2705:11:52  Fie Creation 3d4cd8d3a866df429997400bas5. .. 2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705: Initialize File Record Segment 0x40c2 0
1246245626 Wiriting Content of Non-Resident File  Cluster Number : 3738936(1) 3d4cd8d3a866df429997400bas5. .. Update Mapping Pairs 0x40c2 0
1246250480 update.mum Create Attribute 0x40c2 0
1246251155 2013-02-2705:11:52  Fie Creation 19f7d48b535520489b9855bd0c. .. 2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Initialize File Record Segment 0x40c3 3
1246251365 Writing Content of Non-Resident File  Cluster Number : 3794006(2) 19f7d48b53552d489b9855bd0c. . . Update Mapping Pairs 0x40c3 [
1246252154 update.cat Create Attribute 0x40c3 [
1246252872 File Creation 30282845_2219809183.xml Windows Wservicing Woessions30282845_221980...  2013-02-2705:11:52  2013-02-2705: Initialize File Record Segment 0x40c5 4
1246253632 File Creation 72566e7fa65aa344b28 1f7d48d. 2013-02-2705:11:52  2013-02-27 05: Initialize File Record Segment 0x40c5 [
1246253842 Writing Content of Non-Resident File  Cluster Number : 3112128(4) 72566e7fat5aa344b281f7d48d. .. Update Mapping Pairs 0x40c5 [
1246254626 x86_microsoft-windows-os-kemn... Create Attribute 0x40c5 [
1246255919 2013-02-2705:11:52  File Creation 51fa4b5a492057489527027da6. .. 2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  2013-02-2705:11:52  Initialize File Record Segment Ox40c7 2
1246256137 Writing Content of Non-Resident File  Cluster Number : 3702056(4) 51f34b5a492057489527027da6. .. Update Mapping Pairs 0x40c7 2
1246256973 x86_microsoft-windows-os-kern... Create Attribute 0x40c7 2
1246257348 2013-02-2705:11:52  File Creation 7660606 1d9e72f469763d0975a. .. 2013-02-2705:11:52  2013-02-2705:11:52  2013-02-27 05:11:52  2013-02-27 05:11:52  Initialize File Record Segment Ox40cd [
1246258158 Writing Content of Non-Resident File  Cluster Number : 3702848(4) 7660606 1d9e72f469763d09765a. .. Update Mapping Pairs Ox40cd [
1246258548 xB86_microsoft-windows-os-kern. .. Create Attribute Ox40cd 6
1246255869 2013-02-2705:11:52  File Creation 1c53d1ee583bc241972h65b3e3... 2013-02-27 05:11:52  2013-02-2705:11:52  2013-02-2705:11:52 2013-02-2705:11:52  Initialize File Record Segment Ox40ce 2
1246260079 Wiriting Content of Non-Resident File  Cluster Number : 3787700(4) 1c53d1ee583bc241972h65b3e3... Update Mapping Pairs Ox40ce 2
1246260863 xB86_microsoft-windows-os-kern. .. Create Attribute Ox40ce 2
1246261859 2013-02-2705:11:52  File Creation 362fh4eab7e3bf4sbc3876f57f3... 2013-02-2705:11:52  2013-02-27 05: 2013-02-2705:11:52  2013-02-2705:11:52  Initialize File Record Segment 0x40d4 4 .

$LogFile Record Count : 12162 $UsnJml Record Count : 1179825

Created by Junghoon Oh{ blueangell 275@gmail.com )
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NTFS Log Tracker E

EF s

= $logFile mt THY| O[HIE =&

¢ ERY WA/AH O[MIE(TIANAT EEY E3)

Event Time Event File Name Full Path(from $MFT)

2013-02-17 13:01:29 File Creation test3.txt Wtest_directoryttest3. txt
2013-02-17 13:08:39 File Deletion test3.txt Wtest_directoryttest3. txt
2013-02-17 13:08:41 File Creation(File System Tunneling) test3.txt Wtest_directorytest3. txt

v OIHIES & S0 A[ZEO] O¢ot O[HIES2 "mtY A AH- B2 O|HMIER THES{FA R~

. I GJO|E] EHA OJHIE
Event Detail File Name

Writing Content of Resident File Data Offset : 32531576 test.txt
Writing Content of Non-Resident File Cluster Number : 37575(15) test2.txt

- HUY HF/0|F O|ME

Event Detail File Name Full Path(from $MFT)
Renaming File  testl.txt -> test4.txt test4.txt ‘Wtest_directorytest4.txt
Moving Before test2.txt  Wtest_directoryWtest2. txt
Moving After test2.txt  Wtest_directory2¥test2. txt
* FIIE2E $logFile@t SMFT O A{ LSN O] #X|= Y RESS SHSH(IYY =)
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EF s

= S$UsnJrnl 211 =™

* TimeStamp

« USN

* FileName

e Full Path(from $MFT)
* FEvent

« Source Info

» File Attribute

TimeStamp s FileMame Full Path{from $MFT) Event Source Info  File Attribute

2013-01-29 19:51:39 86254360  sce4028Ltmp  ‘WUsersWspeiffksem'WappDataMlocal W Tempsce4028 1. tmp File_Added, File_Closed Normal Archive, Mot_Content_Indexed
2013-01-29 19:51:39 86254448 sce40281.tmp iisersWspejffisemWappDataLocal W Tempiitece 40231, tmp Data_Overwritten Normal Archive, Not_Content_Indexed
2013-01-29 19:51:39 86254536  sce40231L.tmp  WUsersWspejffksemWAppDataocal W Tempttsce40281. tmp Diata_Overwritten, File_Closed Normal Archive, Mot_Content_Indexed
2013-01-29 19:51:39 86254624 GptTmpl.tmp WGptTmpl. tmp File_Created Normal Archive

2013-01-29 19:51:39 86254712 GptTmpl.tmp WGptTmpl. tmp File_Created, File_Closed Mormal Archive

2013-01-29 19:51:3% 86254800 GptTmpl.tmp WeptTmpl. tmp File_Added Mormal Archive

2013-01-29 19:51:39 86254338 GptTmpl.tmp WEptTmpl. tmp File_added, Data_Qverwritten Normal Archive

2013-01-25 19:51:39 86254976 GptTmpl.tmp WGptTmpl. tmp Attr_Changed, File_Added, Data_Overwritten Mormal Archive

2013-01-29 19:51:39 36255064 GptTmpl.tmp WEptTmpl. tmp Attr_Changed, File_Added, Data_Overwritten, File_Closed ~ Normal Archive

2013-01-29 19:51:39 86255152 GptTmpl.inf WGptTmpl.inf File_Truncated Mormal Archive

2013-01-29 19:51:3% 86255240 GptTmpl.inf WeptTmpl.inf File_Added, File_Truncated Mormal Archive

2013-01-29 19:51:39 86255328 GptTmpl.inf WheptTmpl.inf File_added, Data_Qverwritten, File_Truncated Normal Archive

2013-01-25 19:51:39 86255416 GptTmpl.inf WGptTmpl.inf File_Added, Data_Overwritten, File_Truncated, File_Closed  Mormal Archive

2013-01-29 19:51:39 86255504  sce40231.tmp isersWspejffisemWappDataLocal W Tempiitece 40231, tmp File_Closed, File_Deleted Normal Archive, Not_Content_Indexed
2013-01-29 19:51:39 86255592 GptTmpl.tmp WeptTmpl. tmp File_Closed, File_Deleted Mormal Archive

2013-01-29 19:51:39 86255680 GPT.IMI hwindows WsYSvOLWdomainWPolides W] 1629D474-44B9-46F 8-AFAT-AE2649B5CE24} WGPT.INI  Data_Overwritten Mormal Archive

2013-01-29 19:51:39  B6255750 GPT.IMI windows WSYSYOL MdomainPolides 16200474-44B9-46F 8-AFA7-AE2B49B5CE24 WGPT.INL  Data_Owverwritten, File_Closed Mormal Archive

2013-01-29 19:51:40 86255840  edb.chk WWindows Wsecurity Wdatabase Wedb . chk Diata_Overwritten Normal Archive

2013-01-29 19:51:40 36255920 edb.chk indows Wsecurity Wdatabase Wedb.chk Data_Overwritten, File_Closed Normal Archive
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= 1= AN IS
= CSV Export 7|5

= SQLite DB Import 7|5
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7| =4Q} Hlw

= JP(Windows Journal Parser) : http://tzworks.net/prototype page.php?proto id=5

- Full Path =
v JP = Full Path R E Z38) =X %S

. YUY HA OHME
* Windows Journal Parser

02/05/2013, 13:57:03.305, POWERPNT.EXE-EOC7CEDS.pf, file_a
02/05/2013, 13:57:30.200, SNSRI B

02/05/2013, 13:57:35.551, output.txt, file_deleted; file_c
* NTFS Log Tracker
TimeStamp FileName Event
2013-02-05 22:57:03 _POWERPNT.EXE-E0C7CE0S.pf te
2013-02-05 22:57:30 | test1234.txt File_Renamed_Old
2013-02-05 22:57:30 | test4567.txt File Renamed New
2013-02-05 22:57:30 test4567.txt File_Renamed_New, File_|
2013-02-05 22:57:35 output.txt File_Closed, File_Deleted

mxel H
-+ O/CIEHEZ| 7=
= Windows Journal Parser
02/05/2013, 14:35:57 664, [TEGIEEETTE), file_created; attrib_changed: file_closed

+ NTFS Log Tracker

TimeStamp FileName Event File Attribute
2013-02-05 23:35:57 test_drectory  File_Created Directary
2013-02-05 23:35:57 test_directory File_Created, Attr_Changed Directory

2013-02-05 23:35:57 test_directory File_Created, Atir_Changed, File_Closed Directory
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7|EF =42} H|

= $LogFileParser : https://code.google.com/p/mft2csv/wiki/LogFileParser

« $LogFile, $UsnJml g2 E

 Data Run =H

e Full Path & 92

ot

S

© Y 2MEO|7| Hite 97

Offset

0x00008040
0x000080ES
0x00008180
0x000081D8
0x00008260
0x00008338
0x00008400
0x00008498
0x00008540
0x000085D8
0x00008640

MFTReference MFTBaseRecRef LSN

-1
248770

-1
173507
173507
173507
248770
248770
248770
248770

-1

33118228488
33118228509
33118228528
33118228539
33118228556
33118228583
33118228608
33118228627
33118228648
33118228667
33118228680

LSNPrevious

RedoOperation
33118228458 UpdateNonResidentValue
33118228488 SetNewAttributeSizes
33118228509 ForgetTransaction

0 SetMewAttributeSizes
33118228539 UpdateResidentValue
33118228556 UpdateFileNameAllocation
33118228583 SetNewAttributeSizes
33118228608 UpdateMonResidentValue
33118228627 SetNewAttributeSizes
33118228648 UpdateResidentValue
33118228667 ForgetTransaction

UndoOperation

Noop
SetNewAttributeSizes
CompensationlogRecord
SetNewAttributeSizes
UpdateResidentValue
UpdateFileNameAllocation
SetNewAttributeSizes
Noop
SetMNewAttributeSizes
UpdateResidentValue
CompensationlogRecord

OffsetinMft  FileName

167894
164303
164303
164395
164395
164441
164441
164243
164243
163478
163478
167683
167683
127966

MFTReference MFTParentReference

163478
164243
164243
164243
164243
164243
164243
163478
163478
127966
127966
127966
127966
127734

Reason

USN Timestamp

5771362304 2013-05-14 13:05:11:464:6222
5771362384 2013-05-14 13:05:11:464:6222
5771362464 2013-05-14 13:05:11:464:6222
5771362544 2013-05-14 13:05:11:465:6223
5771362616 2013-05-14 13:05:11:465:6223
5771362688 2013-05-14 13:05:11:465:6223
5771362768 2013-05-14 13:05:11:465:6223
5771362848 2013-05-14 13:05:11:465:6223
5771362920 2013-05-14 13:05:11:465:6223
5771362992 2013-05-14 13:05:11:465:6223
5771363064 2013-05-14 13:05:11:465:6223
5771363136 2013-05-14 13:05:11:465:6223
5771363216 2013-05-14 13:05:11:465:6223
5771363296 2013-05-14 13:05:11:465:6223

CLOSE+SECURITY_CHANGE
SECURITY_CHANGE
CLOSE+SECURITY_CHANGE
SECURITY_CHANGE
CLOSE+SECURITY_CHANGE
SECURITY_CHANGE
CLOSE+SECURITY_CHANGE
SECURITY_CHANGE
CLOSE+SECURITY_CHANGE
SECURITY_CHANGE
CLOSE+SECURITY_CHANGE
SECURITY_CHANGE
CLOSE+SECURITY_CHANGE
SECURITY_CHANGE

Sourcelnfo FileAttributes
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 directory
0x00000000 archive
0x00000000 archive
0x00000000 directory

640
56
0
56
56
0
56
720
56
56
0
FileName
text-base
prop-base
prop-base
props
props
text-base
text-base
tmp
tmp
svn
svn
index.html
index.html

{CD8E1B92-9E0B-4d06-9BE6-

FileNameModified

o000 000 000000
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NTFS Log Tracker

71& £} H|w
= Encase v7

MFT Transaction A 7|
v" $LogFile L§O| MFT Entry, Index Record 7}4!

v I+ CHQ|o| O|HIE MEE F=ESIX| 2

LS

4 G L Record 5 Table | 45 Timeline [E Gallery
4 4| | Windows Artifact Parser m
4 ]| | MFT Transfers r - Zl ™ [ Selected 0/179
a4 ] |, SLogFile Hame Tag Eﬂle Lﬂssi:zi:al %&:’r:
A , MIft Artifact :
. I:I 1 Indx Artifact 6,694 Document
C ] | Indx Artifact
. Indx Artifa - _. o
O ) Link Parser 4 = jAﬂﬂU?ﬂSS.ml ini 746 Document
O 3 |7 res 8§78 Document
[ = ﬁaddAndList[Z].nhn nhn 912 Document
O s |[& 251401].0if oif 868 Document
I:I B ﬁaddAndList{S].nhn nhn 872 Document
[ = jj’addAndList[Q].nhn nhn 924 Document
A = ﬂaddﬁndList[ﬁ].nhn nhn 914 Document
O s j adshowCATWSFMS. htm htm 384 Document
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7|EF =42} H|

NTFS TriForce( https://docs.qooqIe.com/forms/d/leOMe—QHtB122nI4ZTiLAO6DJP6ZSanqO4ZZDGIpRO/viveorm)

*  $MFT, $LogFile, $UsnJrnl mXt 24 S -
Case Path: |C:WUSerstIueangeIWDesktopWNTFS Tri Browse

° ACIj AO-II A_Il' X-”, O | % E 7C:)| Ol Hlil E % E‘I MFT: |C:WUserstIueangeIWDesktopWNTFS sal Browse
$LogFile: |C:WUSerstIueangeIWDesktopWNTFS EED Browse
USH Journal: [

. SQLIte, CSV EI, Cél % E__:|I |C WlsersWhlueangeMDeskiopWMNTES sa Browse

] ]

$Lnr\?FiIe: C:WUSerstIueal)vaeIWDesldopWNTFS sam IEWSBLD?FiIe
USH: CilsersWhlueangelWDesktopWHTES sample$Usndrml §J
Database: C:¥llsersWhlueangelDesktopWNTFS TriForceWTEST. db

Tirmezon
Wed Jun 49 2013 - [Starting] Database Setup
82013 - [Finished] Database Setu
3
1
1

203 - [Starting] Processing $MFT

2M3 - [Starting] Building Folder Structure
2013 - [Finished] Building Folder Structure
2013 - [Starting] Parsing $MFT

Wed Jun
Wed Jun

e
1
1
1
1
1
1

H:
!
i
2
iz

G-C Partners - 8NJP 2,1 opened,

= X-Ways Forensics
« $LogFile Viewer

¢ NBETetOfY WET RUS.
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NTFS Log Tracker

Case Study 1

+ REA MAEID NYKE HNIE

Detail File Name

3447239489 File Creation Created At 2013-01-25 16:25:33 -sys
3447289637 Writing Content of Mon-Resident File  Cluster Mumber : 5732454(3)

LSM Event

Full Path({from SMFT)

indows WSystem3 ZWdrivers’Y-sys

forensicinsight.org
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NTFS Log Tracker

Case Study 2

* HR2Z WM EXfists ' EIE EX

Jio
e

- AMHIAETFMEZE| Lo MBE EXY

- A|AH EZ O|HIEE EHX|3}0] Reloading TFY A A

e E e . — o .
. 22 0220 2F E 2, Reloading I A,
ol | © S L= o A HO
o O o2 SMFT O|lM 22 &2 = QI3
= —~ 7 — 7
+ $Usniml Tt O|¥IE 212 DA £A510) SR Of MAED LS 0 AN e T 2
TimeStamp 1JsM FileMame Full Path(from SMFT) Event Source Info File Attribute
2013-03-0702:51:15 223271632 windows WSystem32 File_Added, Data_Owverwritten, File_Truncated Mormal Archive
2013-03-0702:51:15 223271720 Windows System32 Attr_Changed, File_aAdded, Data_Overwritten, File_Truncated Normal Archive
2013-03-0702:51:15 223272144 windows WSystem32 Attr_Changed, File_Added, Data_Overwritten, File_Truncated, File_C... MNormal Archive
2013-03-07 02:51:16 223277968 Windows System32 File_Closed, File_Deleted Normal Archive
2013-03-0703:03:29 223375360 rwindows WSystem32 File_Created Mormal Archive
2013-03-0703:03:29 223375448 Windows System32 File_Created, File_Added Normal Archive
2013-03-0703:03:29 223375536 windows WSystem32 File_Created, File_Added, File_Closed Mormal Archive
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Case Study 3

= Domain Controller(Win2008 R2)2| $UsnJrnl &

- ZHEN 2008 R2 MH{ Q| B2, 1~22 2| HE 27t H&

1 (@) C o o = ..
« DC(Domain Controller)o| A<, 15 O|Ato] 27} 7| EE| UE(0|8 B E;)
O| | -I 074 |- |- |-_9_"‘|.i Ot M C SsNXe Xt I |-_9_ |'6
«  DCQ| $Usnirnl O M SAXI7t AHESH= QHIE SXZ &7(7F 80g
SIES ol = AHl HAM =T R
v 2150 7| E= Bf A|AH EXN0| 28
$LogFile | $Usndrml:$] | $LogFile{Search Result) | $Usnrml:$1(Search Result)|
Page: (1/3) Peroid : 2013-01-23 18:27:57 ~ 2013-02-05 13:05:24

TimeStamp USN FileMame Full Path(from SMFT) Event
2013-01-3105:56:34 91225408 SYMEFA_1.D... ‘WSystem Volume Information'WEfaData MSYMEFA_1.0B-journal File_Created, File_Added, Data_Overwritten, File_Closed
2013-01-3106:56:34 91225512  SYMEFA_LD... ‘WSystem Volume InformationWEfaData WSyYMEFA_1.DE-journal File_Renamed_oOld
2013-01-3106:56:34 91225616 sdmys_2A64...  ‘WSystem Volume Information'WEfaDataMsdmys_245AC0526527BB65BF 79011C File_Renamed_MNew
2013-01-3106:56:34 91225736 sdmys_2A6A...  WWSystem Volume Information WEfaDataWsdmys_2A5AC052B827BBE5BF73011C File_Renamed_Mew, File_Closed, File_Deleted
2013-01-31 06:56:34 91225356 sdmys_7ED74... ‘WsSystem Volume Information'WEfaDataMsdmys_7ED7414D8BFDA3S3C 13EDARA File_Created, File_Added, Data_Owverwritten, File_Closed...
2013-01-31 06:56:34 91225976 sdmys_7ED74... ‘WsSystem Volume Information'WEfaDataMsdmys_7ED7414D8EFDA35335930ECS File_Created, File_Added, Data_Owverwritten, File_Closed...
2013-01-31 06:56:42 91226112 BASHV2.DB4... ‘WProgramDataSymantec™Symantec Endpoint Protection12.1.1101.401. 105WDataWeASH. .. File_Created
2013-01-3106:56:42 91226208 BASHV2.DBE+... ‘WProgramData'MSymantecSymantec Endpeint Protection12. 1. 1101,401. 105" 0Data'WBASH. ..  File_Created, File_Added
2013-01-3106:56:42 91226304  BASHVZ.DB4... WProgramData®SymantecSymantec Endpoint Protection12.1,1101,401. 105WData'WeASH. ..  File_Created, File_Added, Data_Overwritten
2013-01-3106:56:42 91226400  BASHVZ2.DB4... WProgramData'SymantectSymantec Endpoint Protection12, 1. 1101,401. 105WDataWBASH...  File_Created, File_Added, Data_Overwritten, File_Closed
2013-01-31 06:56:42 91226496 BASHV2.DB<...  ‘WProgramData™SymantecWSymantec Endpoint Protection12. 11,1101, 401, 105™DataW'8ASH. .. File_Renamed_Old
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Case Study 4

= CTF 28| £0| =&&( thanks to Deok9~ )
e 2013 CodeGate CTF, Forensic 200
« =H0A =0{Zl o|O|X|2| $LogFile &4

v £8 420 495 = o H2aA

2L

JuTorrentink WUsers#Public#DesktopwuTorrent.Ink |

Desktop.ini #UsersWCodeGate_ForensicWAppData#Roaming#Microsoft¥Windows#Start Menu#Programs#Accessc
dht.dat WUsersWAdministrator#AppDatawRoamingwuTorrent#dht.dat

resume.dat WUsersWAdministrator#AppData#RoamingWuTorrent#resume.dat

rss.dat #UsersAdministrator#AppData#RoamingWuTorrentirss.dat

settings.dat WUsersWAdministrator#AppData#Roaming#uTorrentisettings.dat

settings.dat.old WUsersWAdministrator#AppData#Roaming#uTorrent#settings.dat.old
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ile Creation 052b585f1808716e1d12eb55aa646fc4984bc862  WUserswCodeGate_Forensic#AppData¥¥Roaming¥MicrosoftWWindowswStart Menu#ProgramsW#Startu
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Conclusion E
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