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IOC - Indicator Of Compromise
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Utilization of IOC, IOAF E

Aol x| & &H BF (1)

= JODEF (The Incident Object Description Exchange Format), RFC 5070
« ZAEE HOAILD CSE(CSIRTs) Zto| AtA HE wmehE XML o
« Aol ME L& Ciet XML £ 7|0F Z 2o

« Code Red Worm O K|

<?xml version="1.0" encoding="UTF-8"?>
<l-- This example demonstrates a report for a very old worm (Code Red) -->
<IODEF-Document version="1.00" lang="en" xmlIns="urn:ietf:params:xml:ns:iodef-1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemalocation="urn:ietf:params:xml:schema:iodef-
1.0">
<Incident purpose="reporting">

<IncidentID name="csirt.example.com">189493 </IncidentID>

<ReportTime>2001-09-13723:19:24+00:00</ReportTime>

<Description>Host sending out Code Red probes</Description>

<!l-- An administrative privilege was attempted, but failed -->

<Assessment>

<Impact completion="failed" type="admin"/>

</Assessment>

<Contact role="creator" type="organization">
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IODEF_samples/IODEF_Code_Red_Worm.xml
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A

Hol x| & 2EH BE (2)
= Cyber Observable eXpression (CybOX)

27(0

FI)I

© 2F QoM =olg = A= HEf £, OHIE S, EAM, £40f 2ot =
/28, 4dAE 54 H8 XA AIL HiS/2e, 4 IE S

e QHAME Y MO| A7|Of - http://cybox.mitre.org/language/version2.0/#samples

« OlE|HE = XML A 7|0+ oA

o H3 £ 3 X|R - https://github.com/CybOXProject/Tools/tree/master/scripts

v’ cybox_to_html
v cybox_to_oval (Open Vulnerability and Assessment Language)
v email_to_cybox

v openioc_to_cybox
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Holix| & 23 BEE (3)

= Open IOC by Mandiant

[

« XML 7|8to| 2|l HE (Threat Intelligence) 31 =213

. =2/Hol 0E Aoz a4 OlEHES Ha
. MY ZEE HIFOR T, QU B

e Stuxnet O A|

<?xml version="1.0" encoding="us-ascii"?>
<ioc xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xxsd="http://www.w3.0rg/2001/XMLSchema" id="ea3cab0c-72ad-
40cc-abbf-90846fadafec” last-modified="2011-11-04T19:35:05" xmlIns="http://schemas.mandiant.com/2010/ioc">

<short_description>STUXNET VIRUS (METHODOLOGY)</short_description>

<description>Generic indicator for the stuxnet virus. When loaded, stuxnet spawns Isass.exe in a suspended state. The malware
then maps in its own executable section and fixes up the CONTEXT to point to the newly mapped in section. This is a common task
performed by malware and allows the malware to execute under the pretense of a known and trusted process.</description>

<keywords>methodology </keywords>

<authored_by>Mandiant</authored_by>

<authored_date>0001-01-01T00:00:00</authored_date>

<links />

<definition>

<Indicator operator="OR" id="73bc8d65-826b-48d2-b4a8-48918e29e323">
<Indicatorltem id="b9ef2559-cc59-4463-81d9-52800545e16e" condition="contains">
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OpenIOC_samples/stuxnet_ea3cab0c-72ad-40cc-abbf-90846fa4afec.ioc
OpenIOC_samples/stuxnet_ea3cab0c-72ad-40cc-abbf-90846fa4afec.ioc

Utilization of 10C, IOAF

OpenlOC (0)

Open I0C dot COM

OpenlOC

An Open Framework for Sharing Threat Intelligence
Sophisticated Threats Require Sophisticated Indicators

Overvisw Why OpenlDC?

Overview

In the current threat environment. rapid communication of pertinent threat information is the key to quickly detecting. responding and containing
targeted attacks. OpenlOC is designed to fill a void that currently exists for organizations that want to share threat information both internally and
externally in a machine-digestible format. OpenlOC is an extensible XML schema that enables you to describe the technical characteristics that identify a

known threat, an attacker's methodology. or other evidence of compromise.

OpenlOC was originally designed to enable MANDIANT s products to codify intelligence in order to rapidly search for potential security breaches. Now. in
response to requests from across the user community. MANDIANT has standardized and open sourced the OpenlOC schema and is releasing tools and

utilities to allow communication of threat information at machine speed.
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OpenlOC (1)

= Open IOC Terms — Full List Indicator Terms

+ 5009 7if &4

© R A %7t

Characteristics
File Accessed Time

Definition of Characteristic

Last access time of a file

File PeakEntropy

Peak entropy of a file

File Attribute Aftributes of a file (Read-only, File Raw Calculated checksum of a file
Hidden, System Directory, etc.) Checksum

File Changed Time | File name modified of a file File Size Size of the file

File Compile Time | Checks the compile time of a file File Strings Readable strings of a file's binary

File Created Time | Creation time of a file data

File Digital Description of whether the Network DNS DNS queries on a network

Signature signature is verified or not Network String UR1 | URI associated with network

Description traffic

File Digital Verifies that a digital signature MNetwork String User agent associated with

Signature Exists exists User Agent network traffic

File Digital Verifies a digital signature is valid Process Handle Name of a process handle

Signature Verified Name

File E?!pl:lrt Export function declared by a file Procass Name Mame of a process

Function Registry Key Modification time of a registry key

Flle Extension Extension of a flla ModDate

File Full Path Full path for a file Registry Checks the total number of

File Import Import function declared by a file | | NUMSUbKeys ::;‘““’ SSsociated 1o 8 rgsry

Function . - .

File Import Name | Import name declared by a file Ragrery Palb Path of 2 regisiny Kerm

File MD5 MDS of the file Registry Text Contents of the registry text field

File Modified Time | Modified time of a file ﬁg;':e Descriptive | Description text of a service

File Name e Service DLL DLL implemented by a service

File Ownar Owner of tha flle Service Name Name of a Service

File Path Path of a fite Service Path Path to the service flle

File PE Type Checks the PE type of a file

Service Status

Checks the current status of a
sarvice
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http://openioc.org/terms/Current.iocterm
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Utilization of 10C, IOAF

OpenlOC (3)

= 10C ‘d/ga} HE > I0Ce

T ——— T —— T —— ™
[ 10Ce 220 - HAWINSIGHTRI130427] Utilization of IOCs I Korea and SigBase PrototypewOpeniOC. samples ol o e

File  Search Tools Help

MName Mame: STUXMET WIRUS (METHODOLOGY) T E
CCAPPEXE guthar:  Mandiant

DUQLI (METHODOL | o Mandian

FIMND WINDOWS GUID!  e2zcaboo-Tzad-40cc-zbbe-308465adafec

MSBGT (INSTALLE | yaated:
SHELLDC.DLL (BA |
STUXNET VIRUS |Modified: zg11-11-02 19:35:0s2
Zeus

0001-01-01 00:00:002

Description:

Generic indicator for the stuznet virus, When |paded. stuxnet Sﬁu_awns Isass. exe in a suspended state, The malware .
then maps in its own executable section and fixes up the CONMTEXT to point to the newly mapped in section, This is
a common task performed by malware and allows the malware o execute under the pretense of a known and trusted
process, -

Add: AND OR Item - i

(=13 -
- File Name contains mdmepgs3 . ENFE
-+ File Name contains mdmeric3 . EPNF

-+ File Name contains cemeC.ENF

-+ File MName contains ocem72_ ENF

m

- File Section Name contains .stub
[SRF:N i

?"3river Attached To Driver Name contains f£s_rec.sys

Driver Attached To Driver Name contains mrxsmb_sys

Driwver Attached To Driver Name contains sSr.sys
E----:.u:iver Attached To Driver Name containa fastfat.sys
= AND

?"File Name contains mrxcls_sys

‘-File Certificate Subject contains Realtek Semiconductor Corp

< o Save

Loaded IOCs: 7 | Unsaved [0Cs: 1
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Utilization of 10C, IOAF

OpenlOC (4)

= Stuxnet 0| X|
=

~File Name contazins mdmepqgs . BHFE
~File Hame contains mdmeric3 . FHNF
~File MName contains ocemel.PHFE

-~ File Hame contains cem7&_PNF

~File Section Wame contains _stub

[=)- 2ND

- Driver Rttached To Driver Hame contains f3 _rec.3ys

- Driwver Attached To Driver MName contains mrasmb.sys

- Driver Attached To Driver MName contains sr.sys

- Driwver Attached To Driver Mame contains fastfat.sys

[=)- AND

- File Name contains mrxcls.sys

- File Certificate Subkject contains Bezltek Semiconductor Corp

=) 2HD

- File Name contsins mrxnet.sys

- File Certificate Subkject contains Bezltek Semiconductor Corp

[=- AND

- Registry Path contains HEEY LOCAL MRCHINEMNSYSTEMM\ControlSet00l‘\Services\MExCls'ImagePath
- Begistry Text contains mrxcls._sys

=)~ MDD

- Registry Path contains HEEY LOCAL MRCHINEMNSYSTEMM\ControlSet00l\Services'\MExWNet'ImagePath

- Begistry Text contains mrxnet.sys
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OpenIOC_samples/stuxnet_ea3cab0c-72ad-40cc-abbf-90846fa4afec.ioc
OpenIOC_samples/stuxnet_ea3cab0c-72ad-40cc-abbf-90846fa4afec.ioc
OpenIOC_samples/stuxnet_ea3cab0c-72ad-40cc-abbf-90846fa4afec.ioc

Utilization of 10C, IOAF

OpenlOC (5)

File Name contains mdmcpq3.PNF

=  Stuxnet

File Name contains mdmeric3.PNF

File Name contains oem6C.PNF

File Name contains oem7A.PNF

File Section Name contains .stub

AND

AND

AND

AND

AND

Driver Attached To Driver Name contains fs_rec.sys
Driver Attached To Driver Name contains mrxsmb.sys
Driver Attached To Driver Name contains sr.sys

Driver Attached To Driver Name contains fastfat.sys

File Name contains mrxcls.sys

File Certificate Subject contains Realtek semiconductor Corp

File Name contains mrxnet.sys

File Certificate Subject contains Realtek semiconductor Corp

Registry Path contains HKLMWSYSTEMWControlSet001%ServicesWMRxClsW#ImagePath

Registry Text contains mrxcls.sys

Registry Path contains HKLMWSYSTEMWControlSet001WServicesMRxNetWImagePath

Registry Text contains mrxnet.sys

forensicinsight.org
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Utilization of 10C, IOAF E

File MD5 is f7d3e3e7a6424c14d19ba5f5f1679ae3

OpenlOC (6)

Service Name is msobj

Service Descriptive Name is msobj
- MSBGT Service Path contains Wsystem32Wmsobj.sys
Service DLL is c:WwindowsWsystem32Wodbm.dll

Service DLL is c:WwinntWsystem32Wodbm.dll

File Full Path contains Wsystem32¥Wmstemp.temp
File Full Path contains Wsystem32Wdftemp.temp
File Full Path contains Wsystem32Wperfdi.ini
Process Handle Name is THIS324NEWGAME
Process Handle Name is watchevent29021803
Process Handle Name is iamwaitingforu653890
Port Remote IP is 65.55.1.250

Process Handle Name contains DevCtriKrnl

AND Process Name is IEXPLORE.EXE

Process Section Name is c:WwindowsWsystem32Wodbm.dll
OR Process Section Name is c:WwinntWsystem32Wodbm.dll

Process Arguments contains about:blank

A\\[») Hook Hooking Module is msobj.sys

Hook Hooked Function is NtQuerySystemInformation
OR Hook Hooked Function is NtDeviceloControlFile
Hook Hooked Function is NtQueryDirectoryFile

forensicinsight.org Page 13



Utilization of 10C, IOAF E

OpenlOC (7)

= Malicious svchost.exe

Process Name is svchost.exe

Process Path contains not System32

Process Handle Name is cmd.exe

Process Argument contains not —k

Process Username is not NT Authority WSystem

Process Section Name is wininet.dll
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OpenlOC (8)

" ZMOM I0C E83}7|

Initial Leads —_— 10C Creation

» Network 10Cs

» Host 10Cs
Analyze Data
Deploy 10Cs
» LR data review
» Forensic analysis » |DS/IPS
» Log analysis ITERATIVE » HIDS/HIPS
» Malware analysis PROCESS » SIEM
» False positive » Investigative tools

identification
-

Preserve/Collect Evidence

Identify Suspect Systems

» Forensic image
» LR data collection
» Log data
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OpenlOC (9)

" ZMOM I0C E83}7|

0
J
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Utilization of 10C, IOAF E

OpenlOC Testing
= Sysadmin(TaskManager, Regiedit) disabled

« MDS5: 51ad6e2129bed025a73d6b22965df5¢ca

«  SHA256: 2e700139283bbff3f45ac37453198498da0064eea5bdf6f5a934477738629d4a
* AhnLab-V3: Spyware/Win32.Zbot

* Avast: Win32:Downloader-QOIB [Trj]

» BitDefender: Trojan.Generic.KDV.620000

» Kaspersky: Trojan-Ransom.Win32.Gimemo.rul

«  McAfee: PWS-Zbot.gen.zg

Microsoft: DDoS:Win32/Abot.A
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https://www.virustotal.com/ko/file/2e700139283bbff3f45ac37453198498da0064eea5bdf6f5a934477738629d4a/analysis/

Utilization of 10C, IOAF

3 E OR
OpenlOC Testing | cam
?"Registry Fey Path contains Software\Microsoft\Windows'\CurrentVersion'Policies\System
=-0R

= JOC Rules

Begistry Value Name is DisableTaskMgr

?"Registry Value Name is DisakleBegistryTools
E----Regisn:r:y Value Name is DisableBegedit

Begistry Value contains 1

E----Regisn:r:y Value contains 2

- AND
?"Registry Value contains 1
=-oR
E - Begistry Eey Path contains S50FTWARENWPolicies\Microsoft\MRT
- Begistry Eey Path contains S50FTHWARENWPolicies\Microscft\Windows Defender
- Begistry Eey Path contains Software\Microsoft\Intermnet Explorer’Download
- Begistry Eey Path contains S50FTHWAREMMicrosofth\Security Center’\Swvc
- Begistry Eey Path contains S50FTHAREMMicrosoft\Security Center
= o
- RBegistry Value Name is DontBeportInfectionInformation
- Begistry Value Name is DisabklelntiSpyware
-~ Begistry Value Name is BunInvalidSignatures
-~ Begistry Value Name is UACDisabkleNotify
- Begistry Value Name is AutoUpdateDisableNotify
-~ Registry Value Name is AntiVirusDisableMNotify
-~ Begistry Value Name is FirewallDisakleMotify
-~ Begistry Value Name is AntiVirusOverride
= 2ND

E-Registr}r Eey Path contains SOFTWABREWMicrosofthSecurity Center

#Registry Value contains not 0
=-0oR
i Begistry Value Name is AntiVirusOwerride

e Registry Value Name is FirewzllOwerride

Begistry Eey Path contains Software\Microsoft\Internet Explorer’Download

-Begistry WValue MName is CheckExeSignatures

iwBegistry Value is no
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OpenlOC Testing

" Hz2E

0%

EH
[ —|

1. Windows XP VMOJ|A 2t TAE AlsH 3 I HE]

ot

explorerexe AM0| L|X| A S
2. VMDK 2l g z#W =50 O E
3. IOC FinderE 0O|E2%)| ZW =5°| NE =T

4. 10C Finderg O| 8ol =& TEOA 3lld IR I0C =X AM
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Utilization of IOC, IOAF E

OpenlOC Testing

= mandiant_ioc_finder.exe

oA ZrE| XL CwwindowsWsystem32Wemd.exe

tWTempiMandiant I0C FinderWxbd >mandiant_ioc_finder.exe

sage :

mandiant_ioc_finder collect [—o owutput_dir] [[-d drivel...]1 [-gl [-v]1 [-hl
mandiant_ioc_finder veport [ [-i input_iocsl...] [ source_datal [t htmlidoc]
[0 output_folder <html> or file Cdoc>*] [-gl [-v]1 [-h] [-w verboseisummaryioff]
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Utilization of IOC, IOAF

OpenlOC Testing

= mandiant_ioc_finder.exe collect —o c:Wtemp -d z:W

G, HE|XE BE ZEZE - mandiant_ioc_finder.exe collect -o cWtemp -d zW -~ =

lc:WTemp¥Mandiant I0C FinderWxf4>mandiant_joc_finder.exe collect —o c:YWtemp -d =:4%
A4-26-2813 23:49:25 Setting up dependencies...

A4-26-2013 23:49:25 Starting collection...

A4-26-28013 23:49:25 Running built—-in collection script at ./libsscript.xml...
A4-26-2013 23:49:25 Auditing (wiZsystem? started at B4-26-2013 23:47:25
A4-26-2013 23:49:25 Auditing (wiZzvystem?» finizhed. (Took B seconds>

A4-26—-2013 23:49:25 Auditing Cw32disks)> started at B4-26-2013 23:4%:25
A4-26-2013 23:49:25 Auditing (wlZ2disks> finizhed. (Took B.H047 seconds?
A4-26-28013 23:49:25 Auditing <(wiZvolumesz? started at B4-26-2013 23:-4%:25
A4-26-2813 23:49:25 Auditing (wiZ2volumes? finizhed. <Took B.831 seconds>
A4-26—-2013 23:49:25 Auditing <w3Zhivelist? started at B4-26—-2013 23:49:25
A4-26-28013 23:49:25 Auditing (wiZhiveliszt) finiszhed. <Took B.B16 seconds>
A4-26-2013 23:49:25 Auditing (wiZnetwork-arp?) started at B4-26-2813 23:49:25
A4-26-2013 23:49:26 Auditing (wiZnetwork-arp? finished. (Took B.156 =zeconds?
A4-26-2013 23:49:26 Auditing (wiZnetwork-route? started at HB4-26-2013 23:47:26
A4-26-2013 23:49:26 Auditing (wiZnetwork-route? finizhed. (Took B.125 seconds?
A4-26-2013 23:49:26 Auditing (wiZnetwork-dns? started at B4-26-2813 23:49:26
A4-26-28013 23:49:26 Auditing (wiZnetwork-dns> finished. (Took B.B16 zeconds?
A4-26—-28013 23:49:26 Auditing (wiZports> started at B4-26-2013 23:47:26
A4-26-28013 23:49:26 Auditing (wiZports> finizhed. (Took B.HA31 seconds?
A4-26-28013 23:49:26 Auditing (wiZprefetch?) started at B4-26-2013 23:47:26

A4-26-28013 23:49:26 Auditing (wiZprefetch? finizhed. <Took B.B16 seconds>
A4-26—-2013 23:49:26 Auditing <w32tasks)> started at B4-26-2013 23:4%:26
A4-26-2013 23:49:27 Auditing (wiZtasks> finizhed. (Took B.733 seconds?
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Utilization of IOC, IOAF

OpenlOC Testing

<html|doc>

7z

mandiant_ioc_finder.exe report —i <iocs> -s <audits files> -0 <output folder> -t

-

.
BN C-WWindowsWsystem32Wemd.exe | = | =] |ﬂh

C:WOCz¥Mandiant I0C Finderthddt*mandiant_ioc_finder.exe report —i C:WIOCsWHOpenIOfE

C_szamplesiByszadnin_diable_66e24787-alda—4bea—-bh3i22—eldcBalBadBb.ioc —s c:WIOCz=ttm
p201304261449225WinditsW —o c:bhemp —t html

A4-27-2013 18:-45:-41 1 jocs were loaded.

B4-27-2013 18:-45:-41 Beginning search of audit bundle at path=c:WI0Csttmp2B138426
144225Aud it=WPRONEERW201 300426144925 <1 of 1». Total size=747.62 HMB.

B4-27-2013 18:-46:-85 Searched 5¢ of audit bundle #1...

A4-2°7-2013 18:46:3? Searched 18x of awdit bundle #1...

A4-2°7-2013 18:47:1? Searched 15% of awdit bundle #1...

Error: Parse error at line 28043804:

error: no element found

B4-27-2013 18:47:24 There was an AML error parsing ciWIOCstHmp2B1368426144925And
itsWPRONEERW201304261 44225 mir . w3i2rawf iles 51282218 xml1. YWe’ll continue =zearchi
ng the next files, however.

B4-27-2013 18:47:42 Searched 28 of awudit bundle #1...

A4-27-2013 18:48:82 Searched 25x of awdit bundle #1...

B4-27-2013 18:48:28 Searched 38x of awdit bundle #1...

B4-27-2013 18:48:36 Searched 35% of awudit bundle #1...

forensicinsight.org
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T oMLl E&
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LS

= 28 dio}
o

= -

« KISA? AhnLab? Hauri? NCSC?

A

© AO[HH|Qt Z2 ALl &4 Al IOC H|O[H 2 wn2tsto] 88X AL 7ts

« A oAt 245 ?of IOC HIO|H & &E|ot= X0 £/ >
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Utilization of 10C, IOAF E

O™ IOAF=?

= JOAF - Indicators of Anti-Forensics

ro

E|ZalAl Z 19|

|'|0}

o X 7HZ SFE[ZHA A O F X

- SHQ X|® HO[E{Ho|~ Ee
« IOC (Indicators of Compromise)

« IOAF (Indicators of Anti-Forensics)
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SigBase: Signature Database
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SigBase

Signature Database

= AL X O|o|E{H|o]|AC| T

-« Lt DA ILMN 23 EXY

v 2ls2 np(file) 3T

v S =X 28 - http://en.wikipedia.org/wiki/List of file formats

v S Al YN 28 - http://www.garykessler.net/library/file sigs.html

v gl 7|8to| Aoy A|L|X - http://www.filesignatures.net

v oHRO|H 2| & 7|"h o AlEH S TrID - http://mark0.net/soft-trid-e.html
. 2y

v Cheoh 0h 2HE X}, o S| G/FE AL XN Of| CHiAM 2 & M

v 3 Eo| QoIS &g

forensicinsight.org
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http://en.wikipedia.org/wiki/List_of_file_formats
http://www.garykessler.net/library/file_sigs.html
http://www.filesignatures.net/
http://www.filesignatures.net/
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http://mark0.net/soft-trid-e.html

SigBase E

Signature Database

= SigBase?| F8 1o{Atgt

« AL HAO AIALIN (2], Y ACIQH 2F 1)
© BAE AlaYA
«  Chzth SIC/FEE Z|8e] AL XM ZHA AOLIXZ 25
v ZOoRE ool AEZ A[OL[A
v JPEG Lf8 x4 ALK

v Chst Al OFE|HE A|L|K
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SigBase E

Signature Database

= SigBase &2 ZH

Extension .doc .db
. BER .
Format Compound Document Format Windows IconCache Format
o YAl S 57 00 6F 00 72 00 64 00 44 00 6F
(ngx) 00 63 00 75 00 57 69 6E 34
6D 00 65 00 6E 00 74 00
« A|ZLAH (Hex)
Slgljature WordDocument (Unicode) Win4
(String)
« ADLH (ZXHE)
Offset 0 4 (4h)
. QmAl
Size 24 (18h) 4 (4h)
.« 37|

Windows IconCache.db file

Ad O Windows 9x/NT4/2K :

° = o - %SystemDrive%WWindowsWShelllconCache
- %SystemDrive%:WWinnt¥fShelllconCache

Windows XP :

Description WordDocument Stream - %SystemDrive%WDocuments and
Settings#%UserName%WLocal
Settings#Application DatalconCache.db

Windows Vista/7 :

%UserProfile%WAppDataWlLocalWlconCache.db

forensicinsight.org Page 28


http://support.microsoft.com/kb/2396571
http://support.microsoft.com/kb/2396571
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References E

»  Using Indicators of Compromise to Find Evil and Fight Crime (Slide),

http://www.us-cert.gov/sites/default/files/qgfirst/presentations/2011/Using Indicators of Compromise.pdf

=  Sophisticated Indicators for the Modern Threat Landscape: An Introduction to OpenlOC,

http://openioc.org/resources/An_Introduction to OpenlOC.pdf

=  Using IOC (Indicators of Compromise) in Malware Forensics,

http://www.sans.org/reading room/whitepapers/incident/ioc-indicators-compromise-malware-forensics 34200

= Indentifying & Sharing Threat Information with OpenlOC,

http://scap.nist.gov/events/2011/itsac/presentations/day2/Wilson%20-%200penlOC.pdf
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